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ABSTRACT
Virtual Reality (VR) technology, extensively utilized in gaming, so-
cial networking, and online collaboration, has raised significant
security concerns due to the array of sensors integrated into VR
headsets. This paper discusses several of our ongoing research that
explore sensor vulnerabilities within VR headsets and proposes
appropriate mitigation strategies. Specifically, we focus on three
types of embedded sensors in VR headsets: unrestricted motion sen-
sors, optical sensors, and eye-tracking sensors. Our investigation
outlines the potential attacks exploiting these sensor vulnerabil-
ities, which could result in privacy leakage and malicious signal
injections. Furthermore, we detail the design and implementation
of effective countermeasures to defend against these threats.
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1 INTRODUCTION
Virtual Reality (VR) technologies have been growing exponentially
over the past decade, attributed to their unparalleled ability to create
immersive experiences without physical constraints. Beyond sup-
porting a variety of VR games, VR technology brings innovations
across a wide spectrum of fields, such as medical training, financial
services, health and fitness, ecotourism, and online collaboration in
virtual environments. These versatile functionalities suggest that
VR plays an essential role as a next-generation mobile platform.

A typical VR system (e.g., Meta Oculus Quest, HTC Vive, PICO)
usually contains a head-mounted display (HMD) VR headset to
render virtual scenes, and two controllers to facilitate interactions
between the user and the virtual environments. Similar to smart-
phones, Figure 1 shows the VR system also integrates multiple
sensors, i.e., optical, motion, and eye-tracking sensors, to track
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Figure 1: Illustration of embedded sensors in Meta Oculus
Quest 2 VR headset and hand controllers.

the user’s position and body movements. In particular, the newly-
released Apple Vision Pro presents a controller-free manner in user-
VR interactions by leveraging 12 cameras embedded on its headset
to achieve accurate position tracking and gesture recognition.

However, the close relationship between VR and other mobile
devices makes VR susceptible to similar sensor security issues and
vulnerabilities. For instance, recent studies show motion sensors
such as accelerometers and gyroscopes in VR headsets could be
maliciously exploited to uncover user privacy like passwords [14,
16] and user’s vital signals [15]. To take a further step in studying
sensor security in VR platforms, we aim to comprehensively explore
vulnerabilities in sensors embedded in VR devices and propose
effective countermeasures to mitigate the threats. Specifically, we
investigate security issues of embedded sensors in VR from two
aspects: (i) privacy leakage from sensor-enabled functionalities,
and (ii) potential attack surfaces for malicious injections.
• Privacy Leakage. Since multiple sensors are involved in users’
interactions with the VR headset, physical signals leaked from
the embedded sensors may carry privacy information that could
be exploited for inferring user privacy, i.e., electromagnetic (EM)
signals used for image reconstruction [10], acoustic signals [5]
and power traces [8] for keystroke inference.
• Malicious Injection. Sensor spoofing attacks are prevalent in
mobile platforms, including VR devices. In these scenarios, attack-
ers can manipulate sensor-enabled functionalities by injecting
malicious signals. For instance, inaudibly manipulating voice as-
sistants [7] or interfering with image transmissions [2].

2 EXPLORATION AND MITIGATION
Below, we summarize three of our ongoing works that aim to ex-
plore vulnerabilities of embedded sensors in VR devices, as well as
the corresponding mitigation methods to protect user privacy.
(I) Unrestricted Motion Sensors. We investigate the motion sen-
sors (e.g., accelerometer, gyroscope) integrated into the VR headset
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and controllers for position-tracking on three mainstream VR devel-
opment platforms (e.g., OpenVR [13], Oculus [12]), where we find
the user permission of these motion sensors is unrestricted [14].
Attackers could compromise the VR headset and install malware
to access data from these unrestricted motion sensors to further
infer sensitive user privacy, i.e., passwords through the virtual key-
board [14], videos playing in the virtual scenes [6], and even spatial
mesh of surrounding environments [16].

We propose two countermeasures to mitigate threats from un-
restricted motion sensors. (i) Permission-based and Privacy-aware
Sensor Management: One potential countermeasure is to implement
a permission-based and privacy-aware framework in VR platforms
with a customized sensor access policy that requires the VR user
to grant permission to the usage of these motion sensors when
installing specific apps [14]. (ii) Shuffling Virtual Keyboard: Another
approach is to implement shuffling virtual keyboards with ran-
dom layouts in VR applications, which could obfuscate keystroke
inference attacks from these motion sensor data.
(II) Optical Sensors. To track the position and movements of
the two controllers, a VR headset usually integrates with multiple
optical sensors (e.g., cameras), i.e., Apple Vision Pro features a
total of 12 cameras. In particular, we discover that these embedded
cameras are vulnerable to side-channel attacks, leading to potential
privacy leakage and malicious injections. For instance, cameras
usually convert digital images to current traces for transmitting to
processing units, and this process inevitably emits electromagnetic
(EM) emanations that can be captured by adversaries to reconstruct
high-quality image streams [4]. Furthermore, attackers can also
leverage intentional electromagnetic interference (IEMI) to inject
modulated EM signal to interfere with the image transmission [2].

To defend against attacks on VR headset cameras, we summarize
two directions from both hardware and software perspectives. (i)
Shielding EM Emanations: VR device manufacturers could redesign
the headset by adding extra shields [9, 11] on cameras to create a
Faraday cage to prevent the EM emanations from being captured by
adversaries. (ii) Random Noise Obfuscations: VR system dynamically
generates random EM noise from other components (e.g., sensors,
CPU/GPU) to obfuscate the EM emanations from cameras.
(III) Eye-Tracking Sensors. Commodity VR headsets contain eye-
tracking sensors to monitor the trajectory of gaze points to support
gaze interactions with virtual scenes. Nevertheless, real-time gaze
movements are sensitive biometric information of the VR user.
Attackers could exploit malware to obtain gaze data to infer user
identity and uncover fine-grained visual behaviors [3].

To prevent privacy leakage from eye-tracking sensors, we also
propose two effective approaches. (i) Second-factor Authentication.
We can design and implement a second-factor authentication mech-
anism in VR systems to validate the authorization of the user [1],
i.e., leveraging biometric characteristics like the auditory-pupillary
response [17]. (ii) Gaze Encryption.We propose an encryption/de-
cryption to prevent meta-data leakage from the gaze information.

3 CONCLUSIONS AND FUTURE WORKS
In this paper, we introduce security concerns of embedded sen-
sors in commodity VR devices. Specifically, we have revealed vul-
nerabilities in unrestricted motion sensors, optical sensors, and

eye-tracking sensors integrated with VR headsets and propose cor-
responding countermeasures to mitigate their threats.

Here we discuss some future work. First, we will explore different
attacks that exploit side-channel information, such as vibrations
and acoustic signals from the VR headset. Second, we will design and
implement privacy-preserving countermeasures from the software-
defined aspect to achieve a more general defense. Finally, we will
share our findings with VR manufacturers and users to raise public
awareness of the potential risks of embedded sensors in VR devices.
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