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Abstract
Adversarial patch attacks pose a serious threat to modern
computer vision systems. Although existing defense solutions
attempt to mitigate such attacks by developing certifiable mod-
els or patch identification pipelines, they generally rely on
prior knowledge or extensive training data, show insufficient
robustness across varying physical conditions, and present
limited performance against challenging cases (e.g., tiny, ir-
regular, or highly background-coherent patches). To address
such limitations, we propose APEX, a zero-shot, patch-agnostic
three-stage adversarial patch defense framework. Specifically,
APEX first concentrates patch regions through bounding-box
extraction, then integrates a mutual information-based blur
heatmap with an edge-aware boundary heatmap to locate ad-
versarial regions, and finally leverages structure-guided image
inpainting to restore the image. Our experiments on multiple
datasets and existing state-of-the-art defense methods demon-
strate that APEX can effectively defend against various types
of adversarial patches (e.g., non-naturalistic, naturalistic, and
infrared images). In addition, APEX shows superior capabil-
ity in patch localization, maintains high robustness against
varying environments (e.g., lighting conditions) and extreme
cases, and also demonstrates high performance in protecting
various models in physical-world scenarios.

1 Introduction

Adversarial patch attacks have become one of the most ubiq-
uitous and urgent threats to state-of-the-art computer vision
systems that have been widely deployed in real-world plat-
forms, such as critical surveillance cameras [18], autonomous
driving [60], and medical diagnosis [54]. Specifically, these
attacks are launched by embedding adversarial perturbations
into small and purposely located patches, allowing the adver-
sary to directly disrupt or mislead model predictions in both
digital and physical environments [5]. In general, adversarial
patches usually aim to hide the target object (a.k.a., hiding
attacks [9,53,62,76]) from model detection or result in the tar-
get object being misclassified as other objects (a.k.a., altering

attacks [10,23,47]). Hence, the practical execution pipeline of
these patch attacks validates their threats in evading various
vision-based detection systems in safety-critical domains.

While previous studies have made substantial efforts in
mitigating the impact of adversarial patches by designing
certifiably object detectors [68–70] to identify, localize and
purify these patches [24, 35, 39, 52, 66], there are several lim-
itations that hinder the effectiveness of existing approaches.
In particular, some defense methods (e.g., [68, 69]) can only
be effective in defending against hiding attacks while failing
against patch-based altering attacks. Moreover, these studies
show limited performance in localizing adversarial patches,
leading to unsatisfactory performance in purifying patches
and restoring the original image. Meanwhile, other studies
(i.e., [35, 52]) expose vulnerabilities that can be exploited
by attackers to bypass the defenses through adversarial
patches with irregular shapes and entropy distributions.
Furthermore, several existing patch defenses (e.g., [24,35,52])
demonstrate constrained settings in specific patch sizes
and coherence with the background, i.e., resulting in their
failure in detecting tiny patches and patches that share similar
color or texture patterns with the image background. In
addition, current practices for improving defense robustness
typically rely on models trained from newly generated
adversarial samples, which show huge computational cost and
impracticality in real-world scenarios. For example, defenses
such as [35, 52, 66] could achieve enhanced robustness if
retrained with sufficient samples of patches with irregular
shapes. However, the model reliance and training costs of
these defense methods prevent their quick iterations to defend
against emerging adversarial patches in the physical world.

To advanced state-of-the-art defenses, we propose APEX
(Adversarial Patch EXterminator), a zero-short, patch-
agnostic defense framework against adversarial patch attacks.
Unlike prior studies [11, 68, 69], APEX requires neither
retraining models nor prior knowledge of potentially new
adversarial patches but instead leverages intrinsic image
features, such as entropy, texture, and gradients, to identify,
localize, and purify adversarial patches. In particular, APEX is
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Figure 1: Illustration of three challenging adversarial patch
cases that have been successfully mitigated by APEX.

designed based on two inherent characteristics: i) adversarial
patches inevitably disrupt the inherent consistency of images
by introducing anomalies in statistical characteristics that
can be captured through the analysis of visual attributes, e.g.,
variations in color distribution, or texture discontinuities, even
if they appear to be naturalistic; and ii) the limited robustness
of existing defenses is largely due to their failure to deal
with signal dilution, where anomalous features of patches
(e.g., irregular shapes and high background coherence) could
be overwhelmed by global statistics, making these patches
difficult to be identified and located. Therefore, by addressing
these challenges, APEX could achieve a promising robustness
in effectively defending against adversarial patch attacks
without relying on costly model retraining.

Specifically, APEX consists of three key modules. First,
it utilizes the bounding-box extraction module to employ
low-threshold detection to preliminarily identify regions that
potentially contain adversarial patches, which enables APEX
to mitigate background interference and narrow the analysis
scope to concentrate patch signals in key regions. Specifically,
it prevents signal dilutions and enhance APEX’s ability in
detecting tiny, irregular, and background-coherent patches.
Second, the patch localization module of APEX can generate
blur heatmap from mutual information and local entropy, and
boundary heatmap by extracting edge structural information
from multi-scale gradient anomaly detection. These two
heatmaps are then fused to produce a dual heatmap, which
is subsequently integrated with the segmentation model
to accurately locate the adversarial patch mask regions.
Finally, as shown in Figure 1, APEX deploys an the image
inpainting module is designed as leverage a plug-and-play
structure-guided model to purify patches and restore the
image, achieving both high detection performance and
promising visual quality that is close to the original image.

To evaluate APEX’s effectiveness, we conduct experiments
using three public datasets [8, 12, 32], eight types of
adversarial patch attacks (i.e., non-naturalistic [21, 22, 53],
naturalistic [20,31,51], and infrared [76,77] patches) and five

object detectors [3,15,45,55,56]. The results demonstrate that
our method outperforms other studies [24, 35, 52] by achiev-
ing high recall with low false positives in patch localization
and high precision in restoring images, and maintaining high
detection rates across all three aforementioned challenging
cases. In addition, we validate APEX’s real-world applicability
by testing on datasets captured in different environments that
contain printed adversarial patches, where it successfully
decreases the attack success rate, demonstrating its effec-
tiveness in physical-world scenarios. Finally, our extensive
evaluations on special cases (e.g., extreme light conditions,
abstract paintings, and rendered patches) demonstrates the
resilience and generalization of APEX in defending against
adversarial patches in complicated physical worlds.

Our contributions can be summarized as follows:

• We propose a zero-shot and patch-agnostic defense
framework APEX that requires no prior knowledge and
model retraining to counter adversarial patch attacks.
It not only accurately localize various types of patches
(e.g., non-naturalistic, naturalistic, and infrared) but also
reconstruct the image with high visual quality.

• The proposed APEX effectively overcomes limitations in
prior defense methods and achieves high detection rates
for adversarial patches with signal dilution and being
difficult to be detected, such as tiny, irregularly shaped,
or highly background-coherent patches.

• We conduct comprehensive experiments across multiple
datasets and detectors to evaluate APEX, demonstrating
its competitive performance in both patch localization
and image inpainting, along with its applicability and
resilience in varying conditions in real-world scenarios.

2 Background

2.1 Object Detection
Object detection is a fundamental computer vision task
that involves localizing and classifying objects within a
given image. Typically, there are two dominant object
detection frameworks that exploit deep learning models:
Faster R-CNN [15] and YOLO [3, 43, 45, 55, 56, 59]. Despite
the two frameworks showing differences in architectures and
computation pipelines, they ultimately predict bounding box
candidate coordinates (x;y;w;h) with associated confidence
scores s 2 [0;1]. Specifically, for an input image I 2RH�W�3,
the detector outputs a set of tuples f(bi;si;ci)gN

i=1, where
bi = (xi;yi;wi;hi) denotes the bounding box coordinates
(i.e., center position, width, and height) normalized to [0;1].
Meanwhile, si 2 [0;1] represents the detection confidence
score, and ci 2 f1; :::;Kg indicates the predicted class label
among K categories. The bounding box prediction is typically
optimized using Intersection-over-Union (IoU) metrics or



its differentiable variants: IoU(bpred ;bgt) =
bpred\bgt
bpred[bgt

. In
practice, only predictions exceeding a confidence threshold
t (i.e., empirically t 2 [0:5;0:7]) are retained as valid
detections. This filtering process can be formalized as:
D f inal = f(bi;si;ci) j si � tgN

i=1, where D f inal represents
the final output after non-maximum suppression (NMS).
The threshold t controls the trade-off between the rates of
precision and recall in the object detection system.

2.2 Adversarial Patch Attacks

Adversarial patch attacks represent a specific class of adversar-
ial attacks targeting deep learning models, such as object de-
tection models deployed in critical surveillance systems [48].
The core principles of adversarial patch attacks involves
adding localized, highly visible digital perturbations (i.e.,
patches) to the captured images. Unlike traditional adversarial
attacks that apply subtle and global perturbations [17, 75],
adversarial patch superimposes an optimized, limited-area dis-
ruptive pattern at arbitrary locations within an image in differ-
ent scenarios. Moreover, these attacks remain effective even
when the patch is physically printed as a sticker and placed
on target objects in real-world environments [26, 36, 49].
The causality results from the abnormal sensitivity of deep
learning models to localized strong interference patterns
and the physical transferability inherent in the patch design.
Typically, adversarial patch attacks aim to mislead the target
detection models into failing to recognize objects covered by
the patch (a.k.a., hiding attacks [9,53,62,76,77]), or to induce
them to misrecognize objects with incorrect classification
decisions (a.k.a., altering attacks [10, 23, 47]).

3 Threat Model

3.1 Attack Model

Adversary’s Capabilities. The adversary aims to evade
detection or mislead classification of the object detector by
adding well-crafted localized and visible perturbations to
the input image. Specifically, we assume that attackers have
white-box access to the object detector, along with the code
and data of our defense framework while fully understanding
all algorithms and deployment details. Under this assumption,
attackers are capable of launching defense-aware attacks
by crafting adaptive adversarial patches customized to
circumvent the proposed defense mechanism.
Attack Formulation. In the context of adversarial patch
attacks for object detection, we consider the input image
x 2 RW�H�C, where W �H denotes the spatial dimensions,
and C denotes the number of channels. An adversarial patch
is represented by a binary tensor, referred to as the patch mask
m 2 f0;1gW�H , which identifies the affected region of the
patch. Specifically, elements inside the patch mask are set to

0, while elements outside this region are set to 1. We define
M as the set of all possible patch mask regions that the ad-
versary can exploit, and the constraint set of the adversarial
patch attack is represented as:

AM (x) =
n

x
0
= x �m + x

00
� (1�m) j x 2 X ;m 2M

o
(1)

In this formulation, x00 2 [0;1]W�H�C represents the content
of the patch that the adversary can manipulate. These patches
can have various shapes, such as squares, rectangles, circles,
or even irregular forms (e.g., “flower shapes”), and can have
different sizes within reasonable constraints. In addition, fol-
lowing the consistent settings in previous adversarial patch
attacks [20, 21, 51, 53, 76, 77], we assume that the patch is
placed near or partially on the target object, and the patch
should not be able to completely obscure the object.

3.2 Defense Model

Defender’s Capabilities. The defender has no prior knowl-
edge of the adversarial patches in the input image to achieve
patch-agnostic detection, including the number of patches, the
characteristics of the patches (e.g., shapes, sizes, positions),
and the targets of the patches (e.g., hiding attacks or altering
attacks). Next, the defender can detect all adversarial patches,
localize their positions and generate masks, and then utilize a
pre-trained inpainting model to reconstruct the original image.
Defense Formulation. In the defense framework, the pri-
mary goal is to identify and mitigate the effects of adversarial
patches. Given an input image x 2 RW�H�C, our objective
is to accurately localize all adversarial patches from a set of
potential patch regions, denoted as M , to generate a mask m0
corresponding to the detected patch locations.

Specifically, the defense framework first attempts to iden-
tify the subset M 0 �M that represents the regions in the
image likely to contain adversarial patches, which can be
formulated as follows:

M
0
=
n

m
0
2M j f (x;m

0
) > t

o
(2)

where f (x;m0) is the scoring function to evaluate the probabil-
ity that a region is adversarial, and t is a pre-defined threshold.

Once M 0 is determined, masks corresponding to these re-
gions are generated. These masks are then used to guide a
pre-trained image inpainting model aimed at filling in the
adversarial patch regions to restore the original image:

xinpainted = g(x;M
0
) (3)

Here, g(x;M 0
) represents the inpainting process that seeks

to transform the image into a state that approximates the
appearance of the original image from both a model detection
perspective and a human visual inspection.



Figure 2: Overview ofAPEX

4 Design

4.1 Overview

As shown in Figure 2, theAPEXframework consists of
three steps to protect images affected by adversarial patch
attacks. ¶ Bounding-box Extraction (§ 4.2): First, it
extracts bounding boxes for potential objects within the
patch-attached image to localize areas that are affected by
adversarial patches.· Patch Localization(§ 4.3): Second,
APEXconducts image heat-mapping and feature analysis
on each of these bounding boxes individually to accurately
determine all positions of the adversarial patches, instead
of analyzing the entire image.¸ Image Inpainting (§ 4.4):
Finally, APEXuses the identi�ed patch locations to generate
masks and applies these masks along with a pre-trained
restoration model to effectively mitigate adversarial patches
and reconstruct the integrity of the original image.

4.2 Bounding-box Extraction

Common Features of Adversarial Patches.To identify
patches without any prior knowledge,APEXcan only analyze
the inherent features of the input image, including entropy,
texture, edge characteristics, and heatmap distributions
that exhibit signi�cantly altered pixel diversity [6, 52],
texture pattern details [21], shapes and boundaries [35], and
visual attributes [24, 35, 39, 52] under adversarial patches,
respectively. In addition, adversarial patches can induce
substantial changes in gradient heatmaps because deep
learning-based models usually assign higher weights and
attention to patch regions, which affects the color distribution
of hotspots in the generated heatmap [24]. As a result, these
changes resulted from adversarial patches disrupt the images'
visual and statistical characteristics, which can be utilized
as common and important features for patch detection.
Dilemma of Existing Patch Detections. However, the
effectiveness of existing image feature-based detection
methods may be signi�cantly compromised if any of the
following three conditions occur:i) the adversarial patch
occupies an extremely small proportion of the original
image,ii) the patch boundaries are irregular, oriii) the patch
exhibits high coherence with the background. This is due to
signal dilution [16], where anomalous features are obscured

by background pixels during global computation. For
instance, when adversarial patches occupy an extremely small
proportion of an image, their impact on overall visual features
becomes negligible, increasing the dif�culty to detect them.
If the patch edges exhibit irregular shapes, they may blend
with the complex edges of the image background, which can
further reduce the precision of edge feature-based detection.
Moreover, when the patch demonstrates high coherence with
the background, which means its texture, color, or shape may
closely resemble the background, and the information about
texture differences become indistinct. In addition, the varying
backgrounds can obscure the patch's in�uence on gradient
heatmaps, which affects the identi�cation of the patch region.
Hence, these special scenarios substantially undermine the
effectiveness of existing patch detection methods that rely
solely on image feature analysis, as the patches only induce
subtle or ambiguous visual feature changes.
Our Bounding-box Extraction Solution. To address the
above limitations, we leverage small object detection [28,
37, 58] by effectively dividing the input image into smaller
sub-images to enhance detection performance [30, 42, 72].
That is because applying image tiling methods can potentially
increase the relative size of adversarial patches in divided sub-
images, which can amplify their edge and text features while
reducing interference from irrelevant background. However,
we cannot directly tile images because it may inadvertently
fragment patch features and consume extra computational
resources by analyzing irrelevant areas, as most sub-images
would likely contain no patches.

Therefore, we design abounding-box extractionmodule to
improve the tiling strategy for adversarial patch localization
inspired by [11] which utilizes low-threshold bounding boxes
with strategically placed defensive patches. Speci�cally, we
propose to extract low-threshold bounding boxes for protected
object categories and use them as tiled batches for subsequent
patch localization. It is reasonable becausei) existing adver-
sarial patch attacks [20, 21, 51, 53, 77] normally reduce the
con�dence score of target bounding boxes below the typical
thresholdt (e.g., 0.5) to evade model detection, whereas they
cannot reduce the con�dence score to an extremely low-level
thresholdt low (e.g., 0.1 or lower), andii) adversarial patches
are mostly placed inside or near the detection boxes of target
objects (e.g., people). In practice, in the input images, we �rst
extract all extremely low-threshold bounding boxes of pro-



(a) Original adversarial example and corresponding heatmap.(b) Images, heatmaps and patch masks of extracted bounding boxes.

Figure 3: Illustration before and after applying the bounding box extraction module. (a) demonstrates that prior to bounding box
extraction, the generated heatmap was signi�cantly affected by background interference, failing to accurately locate regions with
high patch localization probability while completely ignoring tiny patches. (b) illustrates that all patches are identi�able from the
heatmap because the bounding box extraction mitigate background interference and signal dilution effect.

tected objects as potential patch regions. Then we �lter and
merge overlapping bounding boxes, prioritizing larger boxes
to ensure patch integrity after cropping, followed by selecting
boxes with higher con�dence scores. Subsequently, the
positional information of the �ltered bounding boxes in the
original image is preserved to facilitate image reconstruction,
and the cropped images are then fed into the patch localiza-
tion module for analysis. Figure 3 illustrates that bounding
box extraction signi�cantly improves heatmap accuracy by
reducing background interference and enabling precise local-
ization of all adversarial patches, including those tiny patches,
which were previously ignored or inaccurately detected.

4.3 Patch Localization

Localization Work�ow. We design a two-stage module
in APEXto localize adversarial patches in input images.i)
Heatmap Generation:Initially, we extract two types of sta-
tistical anomaly information from the input image to gener-
ate heatmaps as references to determine the probability of
patches, including the Gaussian blur-based heatmap [14] that
depicts anomaly areas remaining prominent even after blur-
ring, and the boundary heatmap derived from multi-scale gra-
dient second-order variations, which highlights abrupt edge
structure changes indicative of anomalies.ii) Patch Mask
Generation:Then, the generated heatmaps are fused to cre-
ate a dual heatmap and processed through thresholding and
morphological operations to produce a mask representing
the suspicious region. Subsequently, we apply theSegment
Anything Model(SAM) [27] to generate candidate segments
throughout the image, and candidates with suf�cient spatial
overlap with the dual heatmap are directly identi�ed as patch
regions, which can provide precise segmentation boundaries
for the detected patch areas.
Heatmap Generation.In practice, the high-frequency con-
trast of many natural textures is weakened in images cap-
tured in real-world scenarios under low-frequency or blurred
conditions. On the contrary, arti�cial patches can maintain

relatively abrupt color blocks, edges, or contrast anomalies
even after being blurred. Hence, inAPEX, we use a blurred
imageĨ as input to run a uni�ed heatmap generator to obtain
a reference heatmap of regions that remain noticeable under
a blurred perspective. First, we perform a blur operation as

Ĩ = GaussianBlur(I ; (k;k);s) (4)

whereI represents the original image,s is the standard de-
viation of the kernel, and the kernel sizek is automatically
corrected to be an odd number to ensure the legality and
stability of the Gaussian kernel.

In the blurred imagẽI , the low-frequency structural infor-
mation of the scene is preserved while the high-frequency
details of the natural textures are weakened. Under these
conditions, the statistical dependencies between local areas
and their neighborhoods in natural images usually remain
stable. To characterize the degree of statistical dependence
between two random variables, we useMutual Information
(MI) to measure not only linear correlations, but also varia-
tions in non-linear statistical relationships [29,46,57]. When
the captured images contain adversarial patches, the pixel dis-
tribution of the patched area often differs signi�cantly from
the surrounding environment, which introduce entirely new
color or texture distributions that can disrupt the stable joint
distribution in adjacent blocks. As a consequence, the mutual
information between the patch and its surroundings decreases
drastically. By calculating the mutual information between
the local blocks and their neighboring blocks in the blurred im-
age,APEXcan detect the decreases of statistical dependency
in the patched image and then identify the localization of
potential adversarial patch areas.

Speci�cally, MI computation is performed on two vector-
ized grayscale patchesP;Q 2 f 0; : : : ;255gN andN = w2. A
co-occurrence matrixC is constructed as

C[u;v] = #f t j P[t] = u; Q[t] = vg: (5)

The joint probability distribution is given by

p(u;v) =
C[u;v]

N
; p(u) = å

v
p(u;v); p(v) = å

u
p(u;v): (6)



The mutual information is then de�ned as

MI(P;Q) =
255

å
u= 0

255

å
v= 0

p(u;v) log
p(u;v)

p(u)p(v)
: (7)

In the implementation, the co-occurrence matrixC is ef�-
ciently constructed in batches using sparse tensors. In practice,
MI is computed for each pair of patches with a �xed relative
displacement, the bidirectional results are merged, and the �-
nal pixel-wise MI mapE is obtained by averaging the number
of valid neighbors. In particular, the discriminative power of
MI varies with the local information content. For instance, in
low-entropy regions (e.g., �at backgrounds), the limited inten-
sity variation can lead to low MI values even in the absence
of anomalies. This can cause false positives in simple regions
and undetected cases in complex regions, as the perceptual
threshold should ideally be proportional to the background
stimulus strength. To address this issue, we compute the local
entropyHlocal(x;y) on the original grayscale image using a
9� 9 window and 16 histogram bins:

Hlocal(x;y) = �
16

å
k= 1

pk(x;y) log2 pk(x;y); (8)

wherepk(x;y) is the normalized histogram count in bink for
the window centered at(x;y). Next, a min-max normalization
is then applied:

H̃local(x;y) =
Hlocal(x;y) � Hmin

Hmax� Hmin + 10� 8 2 [0;1] : (9)

By using low-entropy regions as sensitive detectors and
high-entropy regions as enhanced detectors, we achieve spa-
tially adaptive anomaly detection sensitivity. Finally, the MI
mapE(x;y) is weighted by the normalized entropy to produce
the heatmap withb = 0:5 to achieve a balanced performance
in our implementations:

Heatmap(x;y) = E(x;y)
�
1+ bH̃local(x;y)

�
: (10)

To achieve adaptive adjustment of detection sensitivity, we
can estimate the background complexity from local entropy,
which solves the fundamental problem of uneven performance
of �xed thresholds in heterogeneous texture environments.

Although the blur heatmap can capture abrupt changes in
texture statistics and color distribution within patches, it fun-
damentally relies more on statistical anomalies within regions.
In particular, if the adversarial patches exhibit similar colors or
textures in the background but with irregular shapes or sharp
boundaries, the response from such methods can be affected.
Therefore, we introduce a boundary heatmap, which specif-
ically characterizes structural anomalies along boundaries
by analyzing second-order variations in gradient direction
and magnitude to detect abrupt changes in geometric patterns
and edge features This complementary perspective addresses
the limitations of blur heatmap in detecting edge-dominant
patches, leading to a synergistic enhancement to improve the
detection accuracy for diverse adversarial patches.

Speci�cally, the boundary heatmap is constructed using
a multi-scale gradient and second-order variation analysis.
The input imageI is �rst downsampled at multiple scales
s2 f 1;2;4g, and for each scaleI (s) , the horizontal gradient
and vertical gradient are computed using the Sobel operator
¶xI (s) and ¶yI (s) . From these, the gradient magnitude and
gradient direction are derived as:

G(s) =
q �

¶xI (s)
� 2

+
�
¶yI (s)

� 2
; (11)

Q(s) = arctan2
�

¶yI (s) ;¶xI (s)
�

: (12)

The Laplacian operatorD is then applied to bothQ(s) and
G(s) to measure second-order variations, yielding the direc-

tion variation mapA(s)
q =

�
�
�DQ(s)

�
�
� and the magnitude variation

mapA(s)
g =

�
�
�DG(s)

�
�
� . These two maps are fused with hyperpa-

rametersaq andag: B(s) = aq A(s)
q + agA(s)

g : Finally, all B(s)

are upsampled to the original resolution and normalized as:

Hbnd = Norm

 
1

jSj å
s2S

U p
�

B(s)
�

!

; (13)

which highlights edges exhibiting directional discontinuities
or abrupt magnitude changes across scales.

Patch Mask Generation.After generating two heatmaps,
we combine them to develop a dual heatmap, and then apply
morphological processing and binarization to guide patch re-
gion selection. Speci�cally, we adopt linear fusion to integrate
the abnormal signals re�ected in the two heatmaps, which
provides stable and reliable performance while mitigating
redundant overheads that could impact detection performance.
Next, we exploit SAM [27] or any other segmentation-capable
model to segment the image and obtain the mask for each
region. Each mask is then matched with the fused heatmap,
and all masks whose intersection area exceeds the thresh-
old qcov are categorized as the patch masks. Speci�cally, we
justify that the threshold-based heatmap generation aligns
with settings in prior adversarial patch defenses [24, 52] in
the physical world. Because it can effectively identify spatial
activations induced by patches in the dual heatmap and obtain
naturally separated IoU distributions across varying physi-
cal environments. Note that this mechanism's effectiveness
stems from dual heatmaps based on image feature informa-
tion, whereas SAM [27] does not have the ability to identify
patches, which is merely used to assist the heatmap in seg-
menting reasonable patch regions.

Speci�cally, given the blur heatmapHblur and boundary
heatmapHbnd, a dual-heatmap is obtained via a weighted lin-
ear combinationHdual = ablur Hblur + abndHbnd, whereablur
andabnd are tunable hyperparameters controlling the rela-
tive contributions of each source. Next, a percentile-based
thresholdt = Percentile(Hdual; p) is applied to produce a pre-



(a) Input (b) Original maskM 0
(c) Expanded maskM 0

e

Figure 4: Inpainting results with different mask. (a) Input
patches image; (b) Original maskM 0

; (c) Expanded mask
M 0

e (1% dilation). The three images in (b) and (c) separately
show the binary patch mask, image with overlaying patch
mask, and the reconstructed image after inpainting.

liminary binary mask:

B(x) =

(
1; if Hdual(x) > t

0; otherwise
(14)

which is further re�ned via morphological connected-
component �ltering [24] to remove small and isolated regions
while preserving the detected location of the patch.

Subsequently, the SAM [27] generates a set of candidate
masksf Mk 2 f 0;1gH� Wg. For each candidate, a coverage
ratio can be calculated as:

rk =
å x (Mk(x) ^ B(x))

å xMk(x)+ e
: (15)

rk is actually a variant ofIntersection over Area(IoA), where
the denominator is the area of the candidate maskMk, which
measures the proportion of the candidate supported by the pre-
liminary binary maskB. Meanwhile, candidates are retained
if rk > qcov, and further �ltered with the following method:

r̃k =
å x (Mk(x) ^ R(x))

å xMk(x)+ e
(16)

wherer̃k quanti�es the overlap between thek-th candidate
mask and the set of already accepted masksR, so that candi-
dates with excessive overlap can be discarded. Therefore, the
�nal patch mask set is selected and denoted asM 0

= R.

4.4 Image Inpainting

There are three types of image inpainting methods to complete
missing or occluded areas in images:i) traditional interpo-
lation and propagation methods, such as pixel propagation
based on the Navier-Stokes partial differential equations [2]
and PatchMatch [1] to infer missing content through adjacent
pixel matching or similar block matching,ii) deep learning-
based generative models, including GAN-based [34,61] and
diffusion-based [7,38] approaches, which utilize large-scale
data to learn content and texture generation capabilities for
semantic-level, high quality reconstructions, andiii) multi-
scale and structure-guided methods like EdgeConnect [40]

and LaMa [50], which guide the generation of missing content
by extracting structural edges and frequency domain features
from the scene, yielding better results in terms of structural
consistency and global coherence.

When we have obtained masks of the missing patch, the
inpainting task becomes more constrained, with the main
challenge focusing on the seamless integration of structure
and texture, rather than generating open-domain content from
scratch. In this case, utilizing GAN-based or diffusion-based
deep generative models may increase unnecessary semantic
hallucination risk, resulting in additional inference overhead,
and training complexity. That is, the generation process of
these models requires multiple iterations that cause higher
inference latency and resource consumption. In contrast,
multi-scale and structure-based models like LaMa [50], which
exploit large receptive �eld convolution and frequency-aware
mechanisms, can more directly and ef�ciently leverage
existing context and mask information for restoration while
ensuring structural continuity and edge alignment with fast
inference suitable for engineering deployment.

Therefore, we ultimately selected a plug-and-play,
structure-guided LaMa [50] image restoration method. In
practice, we directly deploy the pre-trained image inpainting
module after the patch localization module. For the input im-
ageI , the localization module �rst outputs the corresponding
patch setM 0

, which is then fed into this structure-guided
inpainting module for prediction. To guarantee the image in-
painting model can effectively utilize contextual information
over a wider area and generate content that seamlessly inte-
grates with the original image, we enlarge the original patch's
mask regionM 0

to M 0

e. It is reasonable to apply the mask ex-
pansion module to cover both the patch region and the bound-
aries, which enables the inpainting model to produce smooth
and coherent restorations. As shown in Figure 4, the moder-
ately expanded mask demonstrates improved coherence in re-
stored regions, which generates better visual completion with
LaMa [50] inpainting. Speci�cally, widening the repair region
M 0

e alleviates the issues caused by a lack of context in nar-
rower areas, ensuring that the �nal output imageI � maintains
consistency with the style and structure of the original image.

5 Evaluation

5.1 Experiment Setup

Datasets and Target Object Detectors.In our experiments,
we construct adversarial examples using three public datasets
for digital-domain evaluations and one private dataset that we
collected for physical domain evaluations. Speci�cally, the
digital-domain datasets include two RGB-based datasets (e.g.,
MS COCO[32] and INRIA_Person[8]) and one infrared
image dataset (e.g., FLIR_ADAS_v1_3[12]) to evaluate
APEX's effectiveness in NIR-based camera surveillance, and
we perform additional �ltering on these datasets to select



Table 1: Preliminary results to determine the low thresholdt low. Ground Truth (GT):The annotated number of people in the
dataset, True Positives (TP): The number of correctly detected people. Recall (%): The detection success rate for human objects.

Dataset GT t low = 0:025 t low = 0:05 t low = 0:075 t low = 0:1 t low = 0:125 t low = 0:15

TP Recall TP Recall TP Recall TP Recall TP Recall TP Recall

INRIA_Person [8] 1837 1817 98.91 1810 98.53 1807 98.36 1779 96.84 1724 93.85 1619 89.10
MS COCO [32] 8939 8366 93.59 8049 90.04 7553 84.49 7230 80.88 6794 75.51 6075 67.96

FLIR [12] 13094 13011 99.37 12905 98.56 12168 92.93 11643 88.92 11075 84.58 10264 78.39

images containing target subjects (e.g., people) along with
their corresponding labels. Furthermore, we collect the
physical-domain dataset by generating printable adversarial
patches and recording multiple handheld videos of these
patches using a DJI Pocket 3 camera at 60 fps in various
resolutions, and then extracting 20 video frames per second.
While we investigate the effectiveness of infrared adversarial
patches in the digital domain, we exclude infrared adversarial
patches from the physical dataset due to the additional hard-
ware requirements for implementing thermal infrared patches
in the physical environment. In practice, for target object
detection models, we use Faster R-CNN [15], YOLOv3 [45],
YOLOv4 [3], YOLOv5s [55] and YOLOv8n [56] with the
of�cially provided pre-trained weights, and we �ne-tuned
these models onFLIR dataset for infrared image evaluations.

Tested Adversarial Patches.To evaluateAPEX's effective-
ness against adversarial patches with different characteristics
(e.g., color spaces, styles, and shapes), we evaluated three
categories of adversarial patches proposed in eight previous
studies, including non-naturalistic patches with complicated
texture patterns without natural semantics (e.g., T-SEA [22],
AdvPatch [53], and TC-EGA [21]), naturalistic patches (e.g.,
GNAP [20], DM-NAP [31], and LAP [51]), and infrared ad-
versarial patches (e.g., Bulb [77] and QR Code [76]). Note
that because these studies de�ne human subjects as the at-
tack objectives, we follow the research line by setting human
objects as the default defense objectives in our evaluations.

Comparisons with Other Defense Methods.We choose �ve
state-of-the-art adversarial patch defense methods for qualita-
tive and quantitative comparisons, includingi) Local Gradient
Smoothing(LGS) [39], which is a local gradient-based
smoothing method that leverages gradient features for noise
suppression;ii) Segment and Complete(SAC) [35], which
exploits shape-prior learning to segment adversarial patches;
iii) Jedi [52], which identi�es patch regions using entropy-
anomaly-aware detection and then masks these regions with
black blocks for image inpainting;iv) ObjectSeeker[69],
which utilizes dynamic masking statistics to provide certi�ed
defense; andv) PAD [24], which adopts semantic-spatial
dual-heatmap for adversarial patch localization.

Parameter Setting.In practice, to select a reasonable low
thresholdt low mentioned in § 4.2, we conduct preliminary
tests [11] to determine the optimal threshold to avoid addi-
tional processing time whent low < 0:025 and overlooked
small patches whent low > 0:15. Since most patches in the
evalutaed studies are trained on YOLO-based detectors, we

adopt the recall rates of YOLOv3's low-threshold detection as
the reference. As shown in Table 1, empirical results demon-
strate the recall rates ofAPEXexceed 80% across all evaluated
datasets whent low = 0:1. Therefore, we sett low = 0:1 for the
cropping of the bounding box with considerations of the trade-
off between recall and ef�ciency. Additionally, we apply a
hierarchical hyperparameter optimization strategy to identify
optimal con�gurations. We consider four parameters affect de-
tection performance:i) t = Percentile(Hdual; p), the anomaly
threshold percentile;ii) qcov, the IoU threshold between SAM
masks and dual heatmaps;iii) ablur andabnd = 1 � ablur,
the fusion ratio between blur and boundary heatmaps; andiv)
blur kernel sizek, controlling Gaussian smoothing. Hence, we
conduct a grid search over 625 combinations (5� 5� 5� 5)
shows that the optimal con�guration achieves an F1 score
of 0.885 and a recall of 96.73%, witht = 85, qcov = 0:7 ,
ablur = 0:5, andk = 15, which justify the parameter settings
we adopted inAPEX. More empirical results about parameter
sensitivity analysis are discussed in Appendix A.
Implement Details. In practice, we use theSAM ViT-
Large [27] model for image segmentation and theBig
LaMa [50] model for image inpainting, enabling the re�ne-
ment to reconstruct high-quality inpainting outputs. Note that
we discarded bounding boxes smaller than16� 16 in the de-
sign and implementation because such tiny boxes cause inef�-
ciency with unnecessary latency. For the hardware platforms,
we conducted our main evaluations on a single NVIDIA
A6000 GPU, which provides 48GB VRAM. In the ef�ciency
analysis, we further extend our experiments to con�gurations
with up to eight NVIDIA A6000 GPUs to evaluate the scala-
bility and potential ef�ciency enhancement.

5.2 Effectiveness

Overall Defense Performance.In object detection tasks, the
mean Average Precision (mAP) serves as a widely adopted
evaluation metric, which provides a comprehensive measure-
ment of a model's performance in both localizing and rec-
ognizing objects of speci�c categories. Speci�cally, mAP is
calculated by �rst determining the Average Precision (AP)
for each individual class and then calculating the mean value
across all classes, making it a effective evaluation metric to
demonstrate the effectiveness of defense mechanisms.

As shown in Table 2, our defense,APEX, achieves state-of-
the-art robustness against different adversarial patch attacks
across multiple object detectors. Compared to existing de-



Table 2: mAP (%) of object detection models under different adversarial attacks with various defense methods. Thered numbers
denote the highest performance, and Non-NAPs: Non-naturalistic patches, NAPs: Naturalistic patches, IRPs: Infrared patches.

Detector Defense Method Non-NAPs NAPs IRPs

T-SEA AdvPatch TC-EGA GNAP DM-NAP LAP Bulb QR Code

Faster R-CNN

w/o defense 32.17 43.82 48.92 28.19 25.16 18.94 35.71 19.91
LGS 45.96 60.87 76.82 54.61 57.89 43.72 63.91 53.43
SAC 75.69 84.15 81.94 49.57 60.32 48.89 64.79 56.71
Jedi 56.29 73.81 62.84 61.29 72.21 56.27 47.87 39.79

ObjectSeeker 49.59 66.37 52.41 53.28 62.53 39.47 45.78 32.86
PAD 78.31 85.49 80.21 60.93 68.74 57.49 51.72 43.29

APEX(Ours) 79.84 88.46 80.68 71.35 77.24 65.42 68.32 63.11

YOLOv3

w/o defense 24.29 38.51 41.37 22.52 23.29 15.67 31.44 18.43
LGS 40.22 48.92 60.78 41.64 47.69 39.82 52.71 43.23
SAC 71.43 76.28 78.26 45.63 58.29 47.75 59.48 47.89
Jedi 47.46 74.92 60.29 54.21 70.34 51.17 45.32 38.86

ObjectSeeker 45.66 71.72 55.32 46.78 60.46 32.48 41.86 29.97
PAD 81.75 88.23 85.29 65.38 74.42 60.23 53.41 48.97

APEX(Ours) 82.28 90.23 86.62 78.62 81.27 76.84 72.43 61.52

YOLOv4

w/o defense 30.12 41.39 45.33 26.22 23.47 16.94 32.39 23.57
LGS 49.72 65.54 70.38 50.38 51.54 44.39 61.32 48.19
SAC 68.12 82.23 81.19 53.52 65.45 45.09 57.13 51.24
Jedi 56.95 71.17 57.28 50.46 67.32 48.61 42.05 35.92

ObjectSeeker 48.12 69.25 52.55 50.62 57.44 34.97 39.77 32.18
PAD 78.08 84.47 81.02 68.65 70.70 54.22 50.74 44.72

APEX(Ours) 76.57 86.02 83.15 73.21 74.29 69.53 65.79 58.46

YOLOv5

w/o defense 26.47 40.42 43.59 20.41 21.55 14.81 29.85 24.89
LGS 48.91 62.29 68.54 54.34 55.73 45.18 55.34 49.26
SAC 72.91 80.47 76.20 54.53 63.34 47.11 60.13 53.55
Jedi 53.86 69.33 65.11 58.54 65.37 54.96 49.85 32.43

ObjectSeeker 42.11 72.58 58.09 48.44 62.87 33.50 45.62 34.25
PAD 76.39 82.94 79.37 62.92 77.85 52.64 48.07 40.01

APEX(Ours) 77.19 86.42 82.29 75.47 75.93 72.23 64.31 58.97

YOLOv8

w/o defense 28.12 39.12 45.52 27.37 29.32 22.52 38.85 29.43
LGS 46.38 67.81 72.94 52.34 60.66 46.28 57.89 52.31
SAC 75.04 77.42 75.22 47.61 59.32 52.84 62.49 52.38
Jedi 51.26 72.58 60.48 62.34 63.31 53.98 41.79 30.21

ObjectSeeker 50.23 70.31 60.85 49.12 56.23 32.01 43.96 29.80
PAD 80.12 83.17 82.34 62.76 71.44 58.42 51.27 42.86

APEX(Ours) 80.63 87.02 84.89 72.19 73.65 74.36 66.64 61.37

Table 3: Patch localization recall (%).

Patch Type Attack Method SAC Jedi PAD APEX(Ours)

Non-NAPs
T-SEA 28.47 39.54 60.39 78.63

AdvPatch 37.78 48.18 68.94 82.42
TC-EGA 26.54 37.99 65.37 74.55

NAPs
GNAP 9.57 8.45 48.24 71.31

DM-NAP 6.32 4.91 47.73 67.84
LAP 1.42 5.68 39.98 62.33

IRPs Bulb 19.54 27.44 50.56 70.65
QR Code 15.79 19.28 45.37 66.38

fense approaches such as LGS, SAC, Jedi, ObjectSeeker, and
PAD, our method demonstrates superior performance against
various adversarial patches. For example,APEXimproves the
mAP from 47.89% to 61.52% in defending against QR code-
based patch attacks on the YOLOv3 detection model. In par-
ticular,APEXnot only shows promising performance in single
object detector (e.g., YOLOv4, YOLOv5, and YOLOv8), but
also demonstrates high robustness in two-stage object detec-
tors such as Faster R-CNN. Therefore, these empirical results
validate the effectiveness and generalizability of our defense
method in countering various adversarial patch threats.

Patch Localization Performance.To measure the effective-
ness in detection, it is signi�cant to examine whether a defense
can accurately identify the spatial location of the adversarial
patches and then trigger the following puri�cation steps.
Speci�cally, we utilize recall rates for localization perfor-
mance evaluations, which represents the fraction of predicted

Figure 5: Patch localization recall of three challenging cases,
including patches occupy a tiny area of the image, has an ir-
regular shape, or exhibit high coherence with the background.

patch masks whose IoU with ground-truth patch exceeds the
threshold 0.5. Table 3 reports the patch localization recall for
different types of adversarial patches and attack methods un-
der four defenses. Note that we compareAPEXwith SAC, Jedi,
and PAD because only these three defenses generate explicit
patch masks. Our method consistently achieves the highest re-
call in all cases, demonstrating strong and reliable localization
ability across different patch types. For example, under the
AdvPatch attack, our method achieves 82.42% recall, com-
pared with 37.78% for SAC, 48.18% for Jedi, and 68.94% for
PAD. In naturalistic patches generated by LAP, our method
reaches 62.33% recall, while SAC and Jedi drop dramatically
to 1.42% and 5.68%, which demonstrates the severe limita-
tions of previous defenses on naturalistic patches. By contrast,
our proposedAPEXmitigates these limitations and maintains



robust localization capability across both naturalistic and
non-naturalistic patches, as well as infrared patches.

Furthermore, we design supplementary experiments to eval-
uateAPEX's detection recall under three challenging scenarios:
i) the adversarial patch occupies a tiny area of the image,ii)
the adversarial patch has an irregular shape, andiii) the adver-
sarial patch demonstrates high coherence with the background.
Speci�cally, we list the details of construction criteria for the
testing sets of the above three challenging cases in Appendix
E. The experimental results in Figure 5 demonstrate thatAPEX
substantially outperforms other methods in detecting and
localizing tiny, irregular, and background-coherent patches
while methods such as SAC completely fail in these cases.

False Positive Analysis.In patch detection tasks, the false
positive rate measures the occurrence of erroneous alerts
generated by the detection algorithm in non-patch regions. If
masking is also applied to non-patch regions, this may further
impact the object detection model's performance. In our
experimental setup, we de�ne a false positive for an image
containing multiple patches as occurring when the model's
misclassi�ed pixel blocks outside any genuine patch region
exceed a prede�ned threshold relative to the entire image area.
Speci�cally, we deploy three threshold levels of non-patch
pixels,i.e., 1%, 3%, and 5%, based on the strictness of the
criteria. As shown in Figure 6, our method shows an in-
creased false positive rate at the 1% threshold, and it degrades
drastically when we deploy loose thresholds (e.g., 3%–5%).
This is because the strict detection criteria we adopted in
patch localization, which shows a balanced trade-off between
acceptable false positive rates and competitive recall rates
compared with prior methods (e.g., SAC and Jedi).

Furthermore, as illustrated in Figure 7, SAC and Jedi show
substantial deviations in patch localizations in non-naturalistic
patches (Non-NAPs), while SAC presents large-scale missed
detections and Jedi produces numerous false positives. In
contrast, only PAD and our proposedAPEXdefenses achieve
accurate patch localizations, whereas PAD still generates no-
table false positives at the bottom of the image frame. For
naturalistic patch (NAP) and infrared patch (IRP) attacks,
both SAC and Jedi completely fail in patch localization, and
PAD cannot detect some NAP cases while generates exten-
sive false positives in IRP cases. In comparison, our method
achieves precise detection and localization even for NAPs
with irregular shapes and extremely small IRPs, which shows
only minimal false positives. These results demonstrate that
our proposed patch localization module effectively balances
the recall and false positive rates to realize the best overall
performance. In addition, we also utilize image quality met-
rics to quantitatively assess the quality of images restored
by APEXafter patch localization, and to compare the results
with those of other approaches, which shows thatAPEXsig-
ni�cantly outperforms other methods in terms of inpainting
results, and more details are provided in Appendix F.

Table 4: ASRs (%) of adversarial patch attacks in physical
environment under different defense methods.

Detector Distance w/o defense LGS SAC Jedi PADAPEX(Ours)

Faster R-CNN 1m 23.67 15.27 23.67 2.89 11.18 2.34
3m 19.29 11.39 19.290.94 8.33 0.96

YOLOv3 1m 29.71 16.68 29.71 4.71 6.54 3.74
3m 23.38 15.43 23.38 2.08 11.22 1.86

YOLOv4 1m 27.62 17.77 27.62 3.56 15.38 2.89
3m 22.29 16.21 22.29 1.42 10.77 1.15

YOLOv5 1m 27.18 19.67 27.18 3.31 16.09 2.67
3m 21.11 16.34 21.11 1.32 9.37 1.18

YOLOv8 1m 25.38 18.59 25.38 2.33 13.76 2.25
3m 20.24 15.22 20.24 1.87 8.97 1.03

5.3 Effectiveness in Physical Environment

As described in § 5.1, we conduct physical-domain evalu-
ations using a dataset collected by ourselves. In particular,
we select the most representative AdvPatch [53] to generate
the printable adversarial patch with a standardized size of
28cm� 28cm. In the data collection, we capture images at
two different distances (i.e., 1m and 3m) to obtain scenarios
where the adversarial patch occupies large or small proportion
of the image frame. Considering the differences in physical
testing environments, the initial attack success rates (ASRs)
of AdvPatch show< 30% performance across all evaluated
object detectors. In our physical domain evaluations, we focus
on evaluating defense effectiveness by showing the reduction
in ASRs from this baseline.

In Table 4, we present the ASRs after applyingAPEXto
other comparative defense methods, such as LGS, SAC,
Jedi, and PAD. Note that we exclude ObjectSeeker in this
evaluation because it applies masking directly to the image
to defend against adversarial examples without detecting
and localizing the adversarial patches. As shown in Table 4,
our defense framework outperforms other methods in most
tested cases by achieving signi�cant reductions in ASRs.
Furthermore, we also observe thatAPEXpresents promising
accuracy in patch localization and reconstructs more natural
and harmonious images than Jedi. In addition, as shown in
Figure 8, we �nd that PAD underperforms compared to Jedi
in physical-domain experiments due to its high false positive
rates resulting from the occlusion of parts of the human body.

In addition, there are other factors that can impactAPEX's
performance in physical-domain evaluations, including envi-
ronmental lighting conditions and the clothing worn by human
subjects. Thus, apart from the previously evaluated settings
in the hallway (200 lux), we extend our physical experiments
to three more lighting conditions in different scenarios: lab-
oratory (500 lux), balcony (1,000 lux), and outdoor (10,000
lux) environments. Speci�cally, the empirical results ofAPEX
(i.e., AdvPatch [53] on the YOLOv3 detector at a distance of
3m) show that the ASRs are reduced to 1.86% in the hallway,
1.97% in the laboratory, 3.98% on the balcony, and 3.21%
in outdoor environments, which indicates thatAPEXis effec-



(a) Non-patch pixels> 1% (b) Non-patch pixels> 3% (c) Non-patch pixels> 5%

Figure 6: False positive rates under different defense methods across various threshold settings (1%, 3%, 5%).

Figure 7: Illustration of defense visualization results against different patch types. SAC and Jedifail to detect both NAP and IRP,
while PAD produces false positives for Non-NAP and IRP and misses some NAP detections.

tive across diverse lighting conditions. Additionally, we con-
duct experiments to explore the potential bias in the physical-
domain caused by the clothing worn by human subjects, such
as wearing colorful and textured clothing (e.g., black, striped,
and checkered) compared with the plain white shirt adopted in
most defense settings. As shown in Figure 11, different cloth-
ing presents limited impact onAPEXperformance, leading to
the ASRs of 3.95%, 6.28%, and 6.97%, respectively.

5.4 Effectiveness in Abstract Paintings

Unlike real-world images, adversarial patches usually present
visual patterns similar to abstract paintings. To evaluate
APEX's generalization limits under conditions with unintended
deployment scenarios (e.g., patches on abstract paintings),
we select thePeopleArt [64] dataset that contains 1,529
abstract paintings in different styles (e.g., Cubo-Futurism,
Divisionism, Impressionism, and Mechanistic Cubism) and
generate adversarial patches on them (e.g., AdvPatch [53]).
Figure 9 shows examples of localizing adversarial patches in
different abstract paintings, and our empirical results indicate
thatAPEXreduces the ASRs from 71.52% to 17.65% while
maintaining acceptable patch localization performance (i.e.,
a recall of 78.41% with a false positive rate of 27.52%).

In particular,APEXachieves accurate localization in
divisionism paintings (e.g., Figure 9b) but presents increasing

false positives in mechanistic cubism paintings (e.g., Fig-
ure 9d), especially in the facial regions of the human subject.
Speci�cally, there are two reasons to explain the increased
false positives and performance degradation in abstract paint-
ings: i) the visual patterns and irregular strokes in abstract
paintings show similarities to the textures of most adversarial
patches, which inevitably increase recognition dif�culty; and
ii) human objects depicted in abstract paintings cannot be
detected by most modern object detection models that are
trained on real-world human images, which reduces perfor-
mance in bounding box extractions. As a consequence, these
explain that the proposedAPEXcannot achieve the anticipated
high effectiveness under such extreme visual conditions.

5.5 Effectiveness in Adaptive Attacks

As described in § 3.1, attackers can launch adaptive attacks
with white-box knowledge ofAPEXby modifying existing
patch generations. Speci�cally, based on the third-party frame-
work proposed in [11], we design three adaptive attacks
by exploiting AdvPatch [53] with the original loss func-
tion LAdvPatchand three modi�ed loss functions:LAdaptive1,
LAdaptive2 andLAdaptive3. In practice, these modi�ed losses
are designed to interfere with the bounding-box extraction
and heatmap generation ofAPEXas the adaptive attack cani)
impact the bounding-box extraction to preventAPEXfrom ac-



Figure 8: Illustration of defense visualization results against patch in physical environment.

(a) Cubo-Futurism (b) Divisionism

(c) Impressionism (d) Mechanistic Cubism

Figure 9: Illustration ofAPEXdefense results under four dif-
ferent abstract painting styles.

curately identifying potential patch regions;ii) utilize mutual
information regularization to align the statistical dependen-
cies between the patch and background regions to reduce its
saliency on the blur heatmap; andiii) apply variation regular-
ization to affect the smoothness by generating irregular and
discontinuous edges in the boundary heatmap. More design
details and implementations are listed in Appendix C.

In practice, we optimize for 500 epochs with the four loss
functions mentioned above and produce adversarial patches
shown in Figure 10a. Although the adaptive attacks decrease
the proportion of highlighted areas in the heatmap, Figure 10b
shows that our proposedAPEXcan still detect the locations
of these adversarial patches. As shown in Figure 13, when
facing three types of adaptive attacks,APEXcan still restore
the model's AP to a level slightly lower than that under non-
adaptive attacks, demonstrating its effectiveness in resisting
the targeted design of adaptive attacks. It shows partial robust-
ness because loss-function constraints on patch-generated fea-
tures can at most attenuate the statistical anomalies introduced
when patches are embedded into new images, rather than re-
moving them entirely. Compared to the original optimization
method, the three adaptive attacks require more epochs to
converge. In the optimization, we �nd that these four loss
functions require 18, 25, 40, and 50 seconds per epoch, respec-
tively. Hence, it could consume additional computational over-
head in the training and hyperparameters' optimization pro-
cesses to obtain more effective adaptive adversarial patches.

5.6 Ef�ciency

As shown in Table 5, our proposed method exhibits different
ef�ciencies in different execution modes. The full execution
version (APEX̧ ) demonstrates longer processing times than
LGS, SAC, and PAD in certain scenarios, particularly with
YOLOv4 and YOLOv5. However, when only executing the
patch localization module (APEX¶ ), the computational ef-
�ciency of APEXoutperforms Jedi, ObjectSeeker, and PAD.
Speci�cally, the bounding-box extraction, patch detection,
and LaMa [50] inpainting stages account for approximately
6.7%, 62.9%, and 30.4% of the total runtime, respectively,
and consume 1034MB, 5156MB, and 2413MB of VRAM.

Additionally, Table 5 shows that the average inference
time ofAPEXon a single NVIDIA A6000 GPU is 6.94–9.21
seconds per image. In practice, we can increase the real-time
ef�ciency in APEXby image-level parallel processing because
the inference of different images is independent. For example,
we extend our experiments to more GPUs (i.e., APEXon
YOLOv3 Inria_person) by parallelizing the pipeline across
multiple GPUs, which reduces the inference time to 5.09
seconds, 2.58 seconds, and 1.21 seconds on 2, 4, and 8 A6000
GPUs, respectively. This enhancement shows thatAPEX
scales ef�ciently across multiple GPUs without modifying
the detection algorithm, which enables practical deployment
across different scenarios. Apart from scaling up GPU re-
sources, we can also realize an additional 5%–10% ef�ciency
improvement by disabling the LaMa [50] re�nement, which
slightly sacri�ces the naturalness of reconstructed images.

5.7 Ablation Study

We conduct an ablation study to evaluate the impact of each
module inAPEX. Speci�cally, we evaluate ablation settings in
which the bounding box extraction, blur heatmap, and bound-
ary heatmap modules are disabled individually, and compare
the corresponding performances with the full pipeline. Ta-
ble 6 shows the empirical results of our ablation study, which
show thatAPEX's performance decreases in all patch types
when disabling different modules. In particular, when the
bounding-box extraction module is disabled, we observe per-
formance degradation in both patch localization and detection,
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