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Abstract—Robot vacuum cleaners (RVCs) with autonomous
navigation and decision-making capabilities have become an
integral part of modern homes. During their operations, these
devices may inadvertently enter privacy-sensitive areas, leading
to potential privacy breaches. However, existing defense methods
risk exposing the location of private areas, require root privileges,
or are designed for infrared sensors that are ineffective for
camera-based RVCs. To overcome these limitations, we propose
a novel solution, a ground-view adversarial patch named GPatch,
preventing RVCs from entering privacy-sensitive areas. Users
only need to place GPatch at the entrance of restricted areas to
prevent an RVC’s unauthorized access, while also providing a
warning to unauthorized individuals. We evaluate GPatch in real-
world environments with an average success rate of 87.27%, and
experimental results demonstrate its effectiveness, robustness, and
transferability, making it a practical, user-friendly, and reliable
solution for safeguarding privacy in home environments.

A Disclaimer: This paper contains images that some readers
may find offensive, disturbing, and/or distressing. Reader
discretion is advised.

Index Terms—Ground-view adversarial patch, Robot vacuum
cleaner, Privacy-sensitive areas.

I. INTRODUCTION

In recent years, demand for commercial off-the-shelf (COTS)
robot vacuum cleaners (RVCs) has surged, driving the global
RVC market to $4.5 billion in 2023, with a projected compound
annual growth rate of 6.5% through 2032 [1]. Recent trends
in the RVCs market [2], [3] is the integration of cameras to
enhance artificial intelligence (AI) navigation and obstacle
avoidance. According to IDC’s reports [4], [5], Roborock [6]
has led the global RVC market share for two consecutive
quarters, with all of its 2024 products featuring camera
integration and AI models. However, as shown in Figure 1,
a camera-based RVC may unintentionally invade privacy-
sensitive spaces, capturing intimate moments such as a young
woman in a lavender T-shirt sitting on a toilet with her shorts
pulled down to mid-thigh, or a couple engaging in a kiss [7],
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Fig. 1: Illustration of preventing an RVC from entering a
privacy-sensitive area. (a-c) Private pictures were taken by an
RVC where we obscure faces with black circles. (d) GPatch can
be recognized as obstacles (e.g., shoes) by the detector, thus
preventing the RVC from entering the privacy-sensitive area.

[8]. It may also monitor personal activities [9], such as a man
drinking coffee [10].

Existing privacy-preserving works can be categorized into
post-processing [11]-[14] or prevention-at-source [15]-[18]
approaches. Post-processing approaches take effect only after
data capture, meaning sensitive information may still be
temporarily stored within the system, increasing the risk of
unintended privacy exposure. An ideal RVC should be capable
of identifying and avoiding entry into privacy-sensitive spaces,
thereby preventing privacy breaches at the source. These
prevention-at-source solutions can be classified into digital-
based [19], [20] and physical-based [21], [22] approaches
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depending on the implementation method. Firstly, digital-based
methods usually set restricted areas [23], [24] via a mobile app.
However, an attacker could potentially hack the RVC to learn
the location of sensitive areas, resulting in privacy leakage. In
addition, digital-based methods require root privileges, which
is not user-friendly for the elderly and children, and other
household members may be unaware of these designated private
areas. Secondly, physical-based methods typically employ ac-
tual objects to create virtual walls, such as magnetic strips [25],
[26] and infrared emitters [22], [27]. Unfortunately, this method
is designed for infrared sensors, making it invalid with camera-
based RVCs. Therefore, there is an urgent need to prevent
camera-based RVC intrusion into privacy-sensitive areas.
Inspired by the development of vaccines [28], the concept
of ”prevention through attacking” emerges. Vaccines function
by mimicking a virus to stimulate the immune system for
preventive purposes. Similarly, we observe that Al models are
inherently vulnerable to physical adversarial attacks [29]-[33],
causing models to misidentify or incorrectly detect targets.
Thus, we leverage this vulnerability by using adversarial
examples to create virtual spatial obstacles (as illustrated in
Figure 1), to effectively prevent RVCs from entering privacy-
sensitive areas. Although adversarial attack mechanisms have
been extensively studied, their customized deployment in RVCs
still faces several unique challenges. First, most adversarial
patches fail to incorporate semantic information, rendering them
effective only in misleading machine recognition while remain-
ing incomprehensible to humans, who are unable to identify
restricted privacy-sensitive areas. Secondly, all existing adver-
sarial patches are generated from a frontal perspective. Conse-
quently, these adversarial examples are ineffective for RVCs to
capture image information from low-angle perspectives. Finally,
an RVC may approach an adversarial patch from various
angles and adapt its cleaning strategy according to different
obstacles, posing a significant challenge to the robustness and
effectiveness of adversarial patches in real-world applications.
To address the aforementioned challenges, we propose
a ground-view adversarial patch, referred to as GPatch',
to prevent RVCs from entering privacy-sensitive areas. As
illustrated in Figure 1, GPatch incorporates a clearly visible
warning message, “STOP,” to enable human users to easily
identify restricted areas. We can see that an RVC interprets the
GPatch ? placed at an entry point as a pair of shoes, effectively
blocking its access to sensitive areas and thereby safeguarding
user privacy. In the implementation process, we first introduce
a warning embedding method that overlays a visible warning
message onto the images captured by an RVC. Second, we
develop a comprehensive optimization framework that jointly
considers factors such as patch location, bounding box align-
ment, classification probabilities, and patch color to optimize
adversarial perturbations. Additionally, we apply perspective

10ur codes of GPatch can be found at https://anonymous.4open.science/r/
seucre_robot- 14B7/.

2Compared to commonly used obstacles in daily life, such as chairs or
doors, which are employed to prevent unauthorized robot access, the proposed
patch design effectively achieves blocking function without causing any
inconvenience to authorized individuals entering the designated areas. This
ensures both practicality and convenience.

transformation techniques to adapt the adversarial patch from
a ground view to a frontal view, ensuring compatibility with
an RVC’s visual perception. Finally, to enhance the robustness
of GPatch in real-world scenarios, we analyze the unique
target classes prevalent in indoor environments and employ a
combination of advanced transformation algorithms.

Our GPatch is not a digital-based method, and an attacker
hacking into RVCs cannot access the location of privacy-
sensitive areas. Users simply need to place GPatch at the
entrance of areas where access restrictions are required, and it
will work on both RVCs and individuals without root privileges.
Thus, GPatch addresses the limitations of current solutions.
We evaluate the performance of GPatch in the physical world
across various models, with an average prevention success rate
of 68% for one-stage detectors and 83% for two-stage detectors,
and compare it against two baseline methods. Additionally,
through ablation experiments, we assess the impact of different
parameters on GPatch’s performance. Furthermore, we examine
its robustness under diverse physical environmental factors,
such as ambient light and flooring materials. Finally, we test
the transferability of GPatch across different models.

Our contributions are summarized as follows.

We are the first to introduce adversarial patches to prevent
RVCs from entering privacy-sensitive areas.

We design GPatch, a ground-view adversarial patch, that
incorporates semantic representation features for enhanced
effectiveness and robustness in real-world environments.
We conduct extensive evaluations in the physical
world to assess GPatch’s effectiveness, robustness, and
transferability.

II. BACKGROUND AND RELATED WORKS
A. Robot Vacuum Cleaner

Functionality and components. As integral devices in
smart home ecosystems, robotic vacuum cleaners (RVCs) are
equipped with a variety of functionalities that enhance their ef-
ficiency and adaptability, including autonomous navigation, ob-
stacle detection, cleaning, and mapping. These capabilities are
powered by a combination of core components, including ad-
vanced sensor systems, path planning modules, power systems,
and control systems, which work cohesively to ensure optimal
performance in dynamic environments [34]-[36]. At the core of
these capabilities, path-planning modules leverage algorithms
such as SLAM (Simultaneous Localization and Mapping) to
generate efficient cleaning routes while avoiding obstacles and
maximizing coverage. Power systems provide sustained oper-
ation, often incorporating features like automatic docking and
recharging to improve user convenience. Meanwhile, control
systems integrate these components to enable precise task exe-
cution, seamless communication with other smart home devices,
and adaptability to user preferences. Among these components,
sensor systems are particularly critical, as they underpin key pro-
cesses such as environmental perception and obstacle detection.
By utilizing technologies like infrared sensors, LiDAR, cameras,
and ultrasonic sensors, these systems gather spatial data that
supports real-time adaptation to changes in the surroundings,
ensuring smooth and autonomous operation [37], [38].
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TABLE I: Comparative analysis with related privacy-aware management in RVCs. “W/o Privacy” means the RVC does not
capture or store any privacy-sensitive information, “Location” ensures that attackers cannot determine restricted zone positions
even if the RVC is compromised, “W/o Root” indicates the method requires no root access, “Camera” shows it is compatible
with camera-only RVCs, and “Semantics” means the restricted zone contains semantic information that is easy for family

members to recognize.

Domain Vector W/o Privacy Location W/o Root ‘ Camera ‘ Semantics
Post-processing [13], [14] Digital Masking L] 1 Ll
Prevention- [23], [24] Digital Keep-out zone L] L]
at- [25], [26] Physical Magnetic strip L) L) 1
source [221, [27] Physical Infrared emitter L L] 1
GPatch Physical Adversarial patch LI 1 1 Ll 1

Fig. 2: The workflow of robot vacuum cleaners.

The operational workflow of an RVC involves several
sequential stages: setup, environmental sensing, path planning,
obstacle avoidance, and task execution, as illustrated in
Figure 2. During the environmental sensing phase, RVCs
collect spatial data using various sensors, including cameras,
LiDAR, and 3D structured light, to define the working areas.
This data is then processed by path planning modules to
generate an optimal cleaning route. Obstacle detection is a
critical step in this workflow, as it directly impacts navigation
safety and cleaning efficiency. By classifying and responding
to obstacles in real time, RVCs can maintain seamless
operation and adapt dynamically to their surroundings during
cleaning tasks. In our study, we focus on using cameras as the
primary sensor for obstacle detection. The rationale behind
this choice is discussed in detail in supplemental materials.
Challenges in sensitive area protection. Despite their ad-
vances, RVCs face challenges in protecting sensitive areas.
Existing methods for setting no-go zones include mobile app
configurations, virtual walls, and magnetic strips. Mobile app
setups require root-level permissions, which are cumbersome
and not user-unfriendly. Virtual walls use infrared signals to
create boundaries [39], but these often fail with camera-based
robots and add maintenance overhead. Magnetic stripes [40]
require RVCs to be equipped with cliff sensors and are
sensitive to ambient lighting. These methods lack user-friendly
deployment and robustness, necessitating a more efficient
solution for sensitive area protection [41].

B. Object Detection

RVCs commonly rely on object detection to support obstacle
avoidance and optimize cleaning strategies. Object detection en-
ables the RVC to identify and locate objects of interest, such as
furniture, wires, and small household items, based on input from

onboard cameras or RGB-D sensors. Modern object detection
models can generally be categorized into two types: one-stage
detectors and two-stage detectors. One-stage detectors, e.g.,
SSD [42], YOLOv3 [43], and YOLOv7 [44], perform both lo-
calization and classification in a single stage, which makes them
computationally efficient and suitable for real-time applications
in RVCs. Two-stage detectors, in contrast, divide the detection
process into two steps. They first generate candidate object
regions through a region proposal network, and then perform
classification within each proposed region. This approach typi-
cally achieves higher accuracy but requires more computational
resources. Representative models include Faster R-CNN [45],
Mask R-CNN [46], and Cascade R-CNN [47]. The output of
both one-stage and two-stage detectors usually consists of a
set of bounding boxes, labels, and corresponding confidence
scores. A bounding box is typically represented as (X;y; h;w),
where (X;y) denotes the coordinates of the top-left corner of
the box, and h and w indicate its height and width, respectively.

C. Privacy-aware Management in RVCs

Existing privacy-aware management methods for RVCs can
be broadly categorized into two types: post-processing and
prevention-at-source. We compare the strengths and limitations
of these approaches in Table I. Post-processing methods
typically apply various masking techniques to obscure privacy-
sensitive content in the images or videos. Hu et al. [13]
proposed adversarial makeup transfer generative adversarial
networks to synthesize adversarial face images with makeup
transferred from reference images. Davis et al. [14] proposed
a time-domain mixed signal circuit architecture facilitating in-
situ privacy with hardware-secured data reversibility. However,
these methods only take effect after data collection, meaning
that sensitive information may still be temporarily stored on
the device, increasing the risk of privacy exposure.

To prevent privacy leakage at the source, some RVC
manufacturers have developed various products for privacy
management. These solutions can be further divided into digital
and physical approaches. Digital methods usually rely on
mobile apps to define restricted zones [19], [20], [23], [24].
Although these approaches offer flexibility, they often require
root access, which is not user-friendly for the elderly or children.
Moreover, an attacker could potentially hack the RVC to learn
the location of sensitive areas, resulting in privacy leakage.
Physical methods include magnetic strips and infrared emitters.
Magnetic strips [25], [26] are attached to the floor to guide the
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RVC around restricted areas, while infrared emitters [22], [27]
create virtual walls by projecting invisible signals that block
the RVC’s movement. Since these approaches are hardware-
based and independent of software, they naturally offer stronger
resistance to cyberattacks. However, they are not compatible
with camera-only RVCs, which limits their applicability to
various RVCs. In addition, existing methods typically lack
semantic information in the physical world, making it difficult
for elderly or young family members to understand which areas
are restricted.

D. Adversarial Attacks in Robots

Existing detection and classification systems in robots are
vulnerable to carefully crafted adversarial examples. Research
on adversarial examples for robots has primarily focused
on two domains: the digital domain and the physical world.
Initially, most studies concentrated on the digital domain, where
adversarial examples were crafted by introducing perturbations
to the information in a robot’s perception system [48], [49].
However, these approaches often require direct access to robotic
systems to inject perturbations or noise. Due to the closed nature
of robotic systems and restrictions on hardware access, such
intrusions are both technically complex and resource-intensive.
In contrast, recent research has shifted its focus to physical
adversarial attacks, which do not rely on system infiltration
and instead target the robot’s perception in the physical world.
This shift aligns closely with the focus of our study.

Physical adversarial attacks. Unlike digital adversarial
examples, which require system infiltration [48], [49], physical
adversarial examples manipulate the environment to mislead
a robot’s perception. Physical adversarial attacks have been
extensively studied in areas such as traffic sign recognition,
where carefully crafted perturbations on road signs can cause
misclassification, potentially leading to dangerous behavior
in autonomous driving systems [50]-[52]. These attacks
are designed to remain effective under physical constraints
such as varying lighting conditions, viewing angles, and
distances. These attack strategies are equally applicable to
RVCs, especially given their ground-level camera perspectives.

Motivated by privacy protection and ease of use, physical
adversarial patches allow users to define soft boundaries’
for RVCs without additional hardware [53], [54]. By visually
interfering with RVCs’ perception systems, these patches
prevent robots from entering restricted areas while minimizing
user intervention. Designing robust adversarial patches for
RVCs poses challenges. Low-angle, ground-level views
necessitate effective perspective transformations [30], [55], and
varying lighting or floor textures demand adaptable designs [56],
[57]. Solutions such as perspective transformation [58] and
robustness-enhancing techniques [53], [59] have been proposed
to improve recognition under diverse conditions. Furthermore,
integrating perturbations ensures a robot’s sensors consistently
misinterpret specific regions as obstacles [60], [61]. Extensive
tests demonstrate that well-designed adversarial patches
effectively interfere with object detection models [62], [63].
However, future designs for RVCs must balance effectiveness,
robustness, and user practicality to ensure seamless integration
into home environments [64], [65].

5

III. THREAT MODEL

We assume that RVCs are capable of autonomous navigation
within indoor environments. In this scenario, an attacker aims to
exploit RVCs to gather private information, while the defender’s
goal is to address the root cause of privacy leakage and prevent
RVCs from accessing sensitive areas.

For an attacker, we define the following capabilities:

Remote access to sensors of RVCs. Attacks can remotely
exploit vulnerabilities in RVCs to gain access to sensors
like cameras and LiDAR. For example, the Bluetooth
connector [9] allows access to the Ecovacs X2 from over
100 meters away, and the PIN code system [66] has been
found to be faulty. These security vulnerabilities could
explain why attackers can utilize RVCs to spy on victims
[71-[91, [67].

Behavior concealment. Attackers can hide their malicious
actions by remotely disabling the warning sound that
alerts users when the camera is accessed [9], [68],
ensuring their activities remain unnoticed by victims.
Operational limitations. Current rooting methods
[69]-[72] usually require disassembling RVCs, which is
impractical. Therefore, we assume that attackers cannot
physically access the device for hardware modifications or
obtain root privileges. As a result, they cannot completely
bypass user control or access unauthorized areas.

For a defender, we assume the following capabilities:

White-box access to detection models. Similar to most
adversarial attacks [48], [49], [73]-[77], we assume that
a defender has white-box level access to the detection
models used in RVCs, including its structure and weights
to the degree that the defender can both compute outputs
and gradients. Moreover, even in black-box settings [78]-
[80] where model details are unknown, a defender can still
leverage the transferability of adversarial examples to craft
perturbations using shadow models. As we demonstrate
in Section V-F, these transferable adversarial patches can
effectively prevent RVCs from entering privacy-sensitive
areas, thereby making the method feasible under both
white-box and black-box assumptions.

No direct access to an RVC. A defender has no direct
access to the physical or digital environment of the target
RVC. She cannot modify the camera or obstacle detection
system and does not have root access. Moreover, the
target RVC operates as a closed system with no access
for a defender to perform any operations inside it.
Physical deployment. A defender can deploy or remove
markings on the ground to affect RVCs, but she cannot
physically restrict people from accessing these areas.
Since there may be no physical separation between
regions, the markings must be non-intrusive and live with
human activity. However, as these patches cannot obstruct
human movement, embedding semantic information
becomes particularly crucial. This allows the markings
to be easily recognized by household members, including
elderly and children, who may otherwise be unaware
of sensitive areas. By incorporating clear semantic cues,
such as warnings or instructions, the system ensures
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Fig. 3: The workflow of our GPatch. We first design the warning embedding method to embed semantic information into
the ground-view image and generate a mask matrix. This enables us to produce adversarial perturbations in a specified region
without obstructing the warning information. We then propose custom loss functions to optimize perturbations and enhance
the robustness of patches from multiple perspectives. By deploying this approach in the physical world, our GPatch can create
virtual obstacles for obstacle detectors, preventing an RVC from entering privacy-sensitive areas.

that sensitive zones are understood by everyone in the
household, effectively mitigating the risk of accidental
human intrusion while guiding robot behavior.

IV. METHODOLOGY
A. Overview

In this paper, we place adversarial patches at regional
boundaries, which an RVC recognizes as obstacles, preventing
it from entering restricted privacy-sensitive areas. Unlike
adversarial examples generated from a frontal perspective,
an RVC’s camera operates close to the ground. Generating
effective adversarial patches for RVCs requires addressing the
following challenges:

Challenge 1: How to add semantic information to adversarial
patches?

Challenge 2: How to generate adversarial examples that are
effective in the ground view of RVCs?

Challenge 3: How to improve the robustness of adversarial
patches in the physical world, e.g., distance, ambient light, and
flooring material?

To tackle the above challenges, we propose a ground-view
adversarial patch, named GPatch, to implement in the physical
world. As shown in Figure 3, we first design the Warning
Embedding method, which overlays a warning message onto
the original image captured by an RVC and constructs a mask
matrix to prevent the warning message from being obscured
by adversarial perturbations. This method effectively addresses
Challenge 1. Second, we propose the Overall Optimization
techniques with customized box, objectness, classification, and
color loss functions to optimize the adversarial perturbations.
These adversarial patches work with perspective transforma-
tions to effectively address Challenge 2. Third, our Robustness
Enhancement module considers special obstacle classes and
integrates expectation over transformation to boost patch

TABLE II: Notations used in our paper.

Notation | Definition
X Input image
X Embedded image
X%dv Adversarial example for image X
D DNN-based detector
Parameters of detector D
b Bounding box of object
y Label of object
pr Probability of object
Ma Mask matrix for area A
PE Point on the frontal plane F
Pc Point on the ground plane G
pPc Point on the camera coordinates
(u;v;w) | Homogeneous coordinate system
My Homography matrix

robustness across diverse environments, addressing Challenge
3. Finally, the Physical Deployment module applies GPatch in
the physical world and effectively causes models to recognize
GPatch as an obstacle, thereby preventing robots from entering
privacy-sensitive areas. The following subsections provide a
detailed explanation of each step.

B. Problem Formulation

Given an input image X 2 RH W contains N objects with
each class label y; 2 [1;2; ; K], a DNN-based detector D:
RH W ¥ RY s trained to derive outputs bounding boxes, class
labels, and their confidence scores. The general formulation
for the detector’s output can be expressed as::

D(x) = F(bi; si; Vi: pri)giL, (1)
where bj represents the bounding box of the i-th object, Sj
is the confidence score of bj, yij means the label of the i-th

object, and pr; is the probability of the i-th object. The goal
of our proposed method is to add perturbations to the area
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A through the mask matrix Ma to produce an adversarial
example Xaggy = X+  Ma, which causes the model D to
recognize virtual obstacles:

D(Xadv) - f(bl ' SI’ yl’ pro)g'i\lzafv (2)

where Nggy is the number of detected objects, which is typically
larger than N as the patch may cause the detector to identify
forged obstacles. Table II lists the key notations used throughout
this paper.

C. Warning Embedding

Current adversarial examples usually lack semantic informa-
tion, and directly incorporating such information into images
tends to override adversarial perturbations. In addition, the
camera of an RVC is typically mounted at a low-angle position
near the ground, resulting in a significant difference between
the captured image and a frontal view image. To address this,
we propose a warning embedding method that embeds the
warning message into the low-angle image while preventing it
from being overwritten by adversarial perturbations. Figure 4
illustrates the workflow of our warning embedding method.
Specifically, we first add a warning message, such as “STOP”,
at the center of the blank rectangle to get the original frontal
patch pg 2 R W where H and W are the height and width
of the original image X. Note that the original image X refers
to a picture taken when the RVC approaches a sensitive area
and contains the dividing line between normal and sensitive
areas. Depending on the position of the warning message A, we
construct the corresponding mask matrix Ma to avoid adding
perturbations to the area A as follows:

Ma (i ) = 0;if(i;j) 2 A 3
Aii) 1; otherwise ©)
Next, we need to convert the initial patch pg into a ground

view patch pg and place it at the boundary of the two areas

in the original image X. To achieve the above goal, we design

a random perspective transformation method in a specified

region. Perspective transformation is a geometric operation

that uses a matrix to convert an image from one viewpoint to

another. For example, as shown in Figure 4, a patch appears as a

regular rectangle when viewed from the front, but may become

a trapezoid when captured from a ground-level perspective.

Perspective transformation simulates or corrects such distortions

caused by changes in the viewing angle. Specifically, we first

select four vertices in the original patch as initial points:

ar = (0;0);bp = (W;0);cg = (O;H);de = (W;H) (4

Second, as shown in Figure 4, we randomly label 4 areas near
the boundary of regions in the original image X, and 1 vertex is
randomly generated for each region, i.e., ag;bg; Cs;dc. The
quadrilateral area formed by these 4 points is denoted as A. To
transform the frontal view image into a ground-view image, we
use the perspective transformation [81] based on the randomly
generated points on the ground plane and the four vertices
on the frontal plane. As shown in Figure 5, there are three
coordinate systems in total, which are the camera coordinate
system, frontal coordinate system, and ground coordinate

Fig. 4: Illustration of warning em