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Abstract—Today, there are an increasing number of
smartphones equipped with wireless charging capabilities that
use electromagnetic induction to transfer power from a wireless
charger to devices that are being charged. In this paper, we unveil
a novel contactless and context-aware side-channel attack in wire-
less charging, which harnesses two physical phenomena, i.e., the
coil whine and the magnetic field perturbations, emanating from
the wireless charging process and further infers user interactions
on the charging smartphone. To validate the feasibility of this
new side channel, we design and implement a three-stage attack
framework, dubbed WISERS+, that first captures the coil whine
and the magnetic field perturbation emitted by the wireless
charger, then infers (i) inter-interface switches (e.g., switching
from the home screen to an app interface) and (i:) intra-interface
activities (e.g., keyboard inputs inside an app) to build user
interaction contexts, and further reveals sensitive information.
We extensively evaluate the effectiveness of our proposed attacks
with different commercial-off-the-shelf (COTS) smartphones
and wireless chargers. Our evaluation results suggest that
WISERS+ can achieve over 90.4% accuracy in inferring sensitive
information, such as the unlocking passcode on the screen and the
launch of mobile apps. In addition, our study also demonstrates
that WISERS+ is resilient to several practical impact factors,
and presents its potential to be extended to attack the fast
charging mode. Finally, we propose effective countermeasures
and mitigate threats from the WISERS+ attack.

Index Terms—Wireless charging, Contactless side channels.

I. INTRODUCTION

ecent years have witnessed significant advancements in

wireless charging technology for smartphones. Wireless
charging standards, e.g., Qi [1], introduced by the Wireless
Power Consortium (WPC), have seen widespread adoption,
and support for wireless charging has become an almost
indispensable feature for newly released smartphones. By the
end of 2023, the market saw the release of more than 25 billion
smartphones equipped with a wireless charging module [2]
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In this paper, we present a novel side channel targeting
wireless chargers that can be leveraged to uncover fine-
grained user interactions with charging smartphones and
reveal sensitive information (e.g., screen-unlocking passcode
and keyboard input). Specifically, this new side-channel attack
utilizes the emitted coil whine and perturbations in the ambient
magnetic field when a smartphone is charged wirelessly.
Unlike existing side-channel works in wired charging [3]-[7]
and wireless charging [8]-[10] that require physical access
to obtain current or voltage traces, this attack can work
contactlessly and does not require knowledge of the power
traces inside the wireless charger. It also makes no assumptions
about compromising the victim’s smartphones (e.g., installing
a malicious app [11]-[14]), and an attacker can launch the
attack by placing a measurement device (e.g., a smartphone)
in close proximity (e.g., 8in or 20cm) to the victim’s
smartphone. Additionally, our discovered side channels can
be adapted to smartphones with different battery levels and
various wireless charging protocols, including the widely-used
Qi protocol [1] and newly-introduced fast charging protocols
such as AirVOOC [15] and SuperVOOC [16].

Our newly discovered side-channel attack arises from two
inevitable physical phenomena: coil whine and magnetic
field perturbation, which occur during power transmission
between a wireless charger and a smartphone. A user’s
interaction with the smartphone during wireless charging,
such as typing text, can alter the displayed content on the
touchscreen. These changes often affect the power supply
(the amount of current) in the wireless charger, according to
current charging standards (e.g., Qi [1]). Fluctuations in the
charger’s internal coil current, following Ampere’s force law,
induce electromagnetic forces that cause slight deformation
and vibration of the coil, resulting in coil whine and magnetic
field perturbations surrounding the wireless charger, which
can be detected by nearby sensing devices.

To validate the feasibility of this novel side-channel attack,
we introduce WISERS+, a WirelesS chargER Sensing system
that aims to uncover user interactions in a context-aware
manner based on the collected coil whine and magnetic field
perturbations. To this end, we introduce a novel concept of
user interaction context to comprehensively describe a series
of user interactions with the smartphone in two orthogonal
aspects: (1) inter-interface switches that represent every switch
from one interface (e.g., the home screen) to another (e.g., an
arbitrary app Ul interface); (it) intra-interface activities that
represent actions performed within a Ul interface (e.g., typing
on a soft keyboard). Specifically, WISERS+ comprises three
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TABLE I: Comparison with related attacks.

Related Work Attack Surface Protocol Non-intrusive
Cour et al. [8] | Current traces in power line Qi X
Wu et al. [17] Inductive current traces Qi v
EM-Surfing [9] Voltage traces in coils Qi X
VoltSchemer [10] Current traces in coils Qi X
Dai et al. [18] Current traces in coils Qi X
Charger-Surfing [5] | Voltage traces in USB cables USB 2.0 X
GhostTalk [7] | Voltage traces in USB cables | USB 2.0/3.0 X
WISERS+ | Coil whine/Magnetic field | Qi/AirVOOC | v

stages. Initially, it detects a range of features (e.g., smartphone
battery level) that influence the measurement of coil whine
and magnetic field perturbation. Subsequently, it configures
itself accordingly in preparation for an attack. Next, it
leverages the coil whine to infer inter-interface switches
and utilizes the magnetic field perturbations to uncover
intra-interface activities. Based on inferred switches and
uncovered activities, WISERS+ builds the user interaction
context and finally interprets particular user interactions to
reveal specific sensitive information (e.g., typing the username
and password in a particular app). Table I shows comparisons
between WISERS+ and related side-channel attacks, and our
attack framework leverages our newly discovered contactless
side channels to launch a non-intrusive attack on Qi and
AirVOOC fast-charging protocols.

We have developed a prototype of WISERS+ and con-
ducted a comprehensive evaluation to assess its performance
at various stages, including individual effectiveness analyzes
and end-to-end attack demonstrations. Our prototype utilizes
an iPhone to capture coil whine through its microphone
and detect magnetic field perturbations via its magnetometer.
As a proof-of-concept, this prototype mainly targets three
specific intra-interface activities (i.e., app launch, keyboard
open, and keystroke) and four types of user interfaces (i.e.,
off screen, lock screen, home screen, and app interface).
These activities and interfaces are instrumental in uncover-
ing sensitive information such as screen-unlocking passcodes,
cross-app searching content, and app-specific sensitive user
inputs. Accordingly, we prepared eight datasets consisting of
data traces collected from the top 15 apps in each of the
24 categories (360 in total) in the Apple Store and Google
Play. WISERS+ achieves an accuracy of 92.5% to infer
inter-interface switches, 91.8% and 87.9% to recognize an
app at launch in the closed-world and open-world setting,
respectively, and 99.0% to identify a keyboard open. In respect
of uncovering keystrokes ranging from 1 to 15 in length on the
screen-unlocking keyboard, the numeric-only keyboard, and
the full-size keyboard, WISERS+ also reaches the accuracy of
94.4%, 92.6%, and 90.6%, respectively, within five attempts.

In addition, we conducted 40 end-to-end attack trials to
reveal the three types of sensitive information mentioned
above from a series of user interactions. Each series starts
by unlocking the screen and ends with typing sensitive
information in one of the eight popular apps such as
WHATSAPP, PAYPAL, and SAFARI. WISERS+ captures each
user interaction context and reveals sensitive information with
a 100% success rate within five attempts. Furthermore, we
also present an extensive analysis of practical impact factors,
such as different chargers and smartphones. Our results show
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Fig. 1: Wireless charging principle.

that WISERS+ is robust to a variety of impact factors,
indicating that WISERS+ can be applied to different wireless
chargers, battery levels, users, smartphones, charging protocol,
distances, and under different scenarios with interference from
background apps, phone calls, and Bluetooth connections. In
addition, we propose effective passive and proactive counter-
measures to obfuscate signals and prevent privacy leakage.

Contributions. We make the following contributions:

e New side-channel attack vectors. We introduce a new
side-channel attack that exploits the emitted coil whine and
changes in the ambient magnetic field during the wireless
charging process to infer fine-grained and sensitive user
interactions on smartphones in a contactless manner.

e A new attack framework. We propose WISERS+, a three-
stage, and context-aware attack framework, and implement
a prototype to demonstrate the feasibility of the new side
channel. Our prototype introduces a novel concept of user
interaction contexts to reveal sensitive information such as
screen-unlocking passcode and sensitive user inputs.

o Extensive evaluation and countermeasures. WISERS+
is extensively evaluated and the results show that it can
effectively construct user interaction contexts based on the
coil whine and the magnetic field perturbation traces. Fur-
thermore, our study shows that the demonstrated attack is
resilient to a list of impact factors, and can be extended
to both Qi and fast-charging protocols. In addition, we also
propose effective countermeasures to mitigate threats from
the uncovered wireless charging side channel.

II. BACKGROUND
A. Wireless Charging on Smartphones

Wireless chargers utilize electromagnetic induction to
charge smartphones, adhering to the widely adopted Qi
protocol [19] (5-15W) or using advanced fast charging
standards (e.g., AirVOOC [15] (50W), SuperVOOC [16]
(65W), recently proposed by smartphone manufacturers such
as OPPO and Vivo. An illustration of this wireless charging
process is presented in Fig. 1. When a wireless charger detects
that a smartphone is put on, the charger initiates a series
of communications with the smartphone for power transfer
configuration, and its control unit converts the DC input
to power its coil (primary coil). The primary coil runs an
alternating current that incurs alternating voltages in the built-
in coil (secondary coil) of the smartphone to achieve charging
purposes. In particular, during this power transfer phase, the
wireless charging unit in the smartphone continuously talks
to the control unit in the wireless charger to change the
power supply by adjusting the current running in the primary
coil. Changes in power supply are coordinated with the
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Fig. 2: An real-world attack scenario: a user places a smartphone with 70% battery left on a Qi wireless charger, unlocks the screen with the
passcode (i.e., 0149), clicks app icon to open GOOGLE MAP, and types “costco” to search for nearby supermarket locations. Upper Figure:
the corresponding power spectrum of the coil whine; Lower Figure: the strength and directions in three dimensions of the magnetic field.
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Fig. 3: Public wireless charging facility examples.

different power requirements of activities performed by the
smartphone when charging [1]. Activities that consume more
power force the smartphone to request more power from the
wireless charger [1], [17]. This charging process terminates
if the smartphone is taken away or it sends messages to the
charger to stop charging, e.g., the battery is fully charged.

B. Physical Phenomena in Wireless Charging

Given that various charging systems employ electromag-
netic induction to facilitate power transfer from the primary
coil in the wireless charger to the secondary coil in charg-
ing devices, they inherently generate an ambient magnetic
field [20]. The fluctuating current levels during this charging
process may cause the coils to vibrate, leading to both coil
whine and perturbations in the surrounding magnetic field.

Coil whine. Coil whine, a.k.a., electromagnetically induced
acoustic noise, is a microphonic phenomenon. As shown in
Fig. 1, it is generated by the vibration or deformation of coil
materials under the excitation of a series of electromagnetic
forces, including the Maxwell stress tensor, magnetostriction,
and Lorentz force [21]. The coil whine can be present in
different frequency ranges, making it either audible (between
20 Hz and 20 kHz) or inaudible [22] to human ears.

Magnetic field perturbation. The dynamic current changes
during the wireless charging process can influence the ambient
magnetic field and result in magnetic field perturbations.
As such, these perturbations can be quantified by observing
changes in the magnetic field over time. At a specific time
point, the magnetic field can be represented by a vector
comprising coordinates in a 3D Cartesian space.
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Fig. 4: Magnetic field perturbation in five different apps.
III. THREAT MODEL AND FUNDAMENTAL PRINCIPLES
A. Threat Model

Attack scenarios. We consider a common scenario that
user places a smartphone on a wireless charger in a public
space as shown in Fig. 3, then unlocks the screen with the
passcode, and clicks the app icon to open GOOGLE MAP to
search for wholesale stores by typing “costco” into the search
bar. As mentioned in § II-A, these user interactions with the
smartphone could impact the current in both the primary
coil in the wireless charger and the secondary coil in the
smartphone, resulting in coil whine [23] and magnetic field
perturbations in ambient environments.

Remarkably, both the coil whine and magnetic field pertur-
bations seem to reflect user interactions accurately. We utilize
the microphone and magnetometer of another smartphone
to capture these physical phenomena resulting from user
interactions with the target smartphone, demonstrating that
the recorded data correspond closely to the user interactions
depicted in Fig. 2. The middle part of Fig. 2 illustrates
the sequence of user interactions, the upper part shows the
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power spectrum of the coil whine, and the lower part presents
the magnetic field perturbations. As can be seen, switches
between interfaces (e.g., screen off to lock screen) are more
observable in the power spectrum of the coil whine, and finer-
grained activities in an interface, such as the app launch and
keystrokes, are more noticeable from the ambient magnetic
field perturbations. Note that, since it could result in a signifi-
cant magnetic field perturbation if a smartphone is put on the
wireless charger, as shown in Fig. 2, we calibrate the ambient
magnetic field to better illustrate the association between the
following user interactions and magnetic field perturbations.

The observation that magnetic field perturbations could
show finer-grained activities raises two additional questions,
i.e., (i) whether the launches of different apps result in
different magnetic field perturbations and (i) whether the
same keyboard input in different apps leads to similar patterns
of perturbations. To answer these questions, we further conduct
a feasibility study on four other popular iOS apps, including
two map apps (i.e., ApPLE Map and WAZE) and two apps
that provide totally different services (i.e., one financial app,
PAYPAL, and one chat app, WHATSAPpP), and present their
results in Fig. 4. Specifically, Fig. 4a presents the magnetic
field perturbation resulting from the first five seconds after
launching different apps, and Fig. 4b shows the perturbation
of typing the same word, i.e., “costco”, in different apps. Ob-
viously, launching different apps results in different magnetic
field perturbations; the same keystroke produces very similar
perturbations across different apps. Therefore, coil whine and
magnetic field perturbations could potentially construct a new
contactless side channel to infer user interactions with the
smartphone when it is being charged on a wireless charger.

Attacker’s capability. We assume that the adversary can place
the attacking device in close proximity (e.g., 8in or 20cm) to
the target wireless charger and be aware of the distance and
the relative angle between them. The attacking device can
record environmental sounds to extract the coil whine and
measure the ambient magnetic field, and it is placed before
the victim puts the smartphone on the charger. In addition, the
attacking device is not required to be professional, but could
be a commodity smartphone. Because most smartphones have
built-in magnetometers that can measure the ambient magnetic
field accurately [24], and their microphones are sensitive
enough with a sampling rate of 44.1kHz -48kHz [25] to
capture most coil whine generated in charging a smartphone
with commercial off-the-shelf (COTS) wireless chargers
(e.g., Apple MagSafe Charger). Furthermore, placing this
monitoring device in close proximity [17], [26]-[28] could
also be achieved in public facilities (Fig. 3).

In addition, while assuming the adversary can observe the
type of target wireless charger and the initial orientations,
we also assume that the adversary cannot compromise (%) the
charging station to monitor current traces in the power cable
of a wireless charger before the power conversion, (ii) the
wireless charger to monitor the current traces in the primary
coil after the conversion, and (7iz) the victim smartphone,
including modifying hardware or leveraging an installed
malicious app or any software vulnerabilities.
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B. The Fundamental Principle

The principle of wireless charging. Typically, wireless charg-
ers leverage electromagnetic induction to transfer power from
their primary coil to the secondary coil of the smartphone.
First, the primary coil in the charger generates an inductive
electromagnetic field, i.e., ®4(¢), in the secondary coil based
on the Biot-Savart law (Equation 1). The inductive electro-
magnetic field produces an induced voltage Vi (t) to power
the smartphone following Faraday’s law (Equation 2).

NI, (t
@ (1) = ny(1) = 20, 1)
Tp
L AD()  N. poALL()
Ve(t) = Ne—4; “N, 2r.At @

where ®,,(t) and I,(t) are the electromagnetic field and the
running current in the primary coil, N, and r, are the turns
and radius of the primary coil, Ny and rs are the turns and
radius of the secondary coil,  and py represents the energy
transmission ratio and the magnetic constant.
The principle of the associations between user interactions
and the coil whine. The running current in the coil generates
electromagnetic forces (e.g., Lorentz force [21]) that incur
vibration and deformation in the coil, resulting in the coil
whine. In particular, a user interaction could result in a
change in the current in the primary coil, AI,(¢), which
then changes the electromagnetic forces exerted on the coil,
AF,(t), according to the Ampere’s force law (Equation 3).

AF,(t) = Alp(t) Ly x ®p(t), 3

where L, is the length of the primary coil. Therefore, AF),(¢)
distorts the amplitude A, and frequency f., of the coil
whine AS(Acw, few) emitted from the wireless charging coil.

AF,(t) = AS(Acw, fow), @

where AS(Acw, few) reflects the variations of shape, intensity
and intervals of the yellow jagged patterns on the spectrogram
as shown in the upper part of Fig. 2. In particular, it further
demonstrates the correlations of user interactions and the
induced coil whine, which makes it a distinctive physical side-
channel leakage in the wireless charging process.

The principle of the associations between user interac-
tions and magnetic field perturbations. User interactions
with a smartphone continuously and dynamically change the
current in the coils for wireless charging, leading to magnetic
field perturbations. Specifically, for user interaction, such as
pressing a button, both changes in the load of AR(t) on
the secondary coil [1] and the finger-coupling effects [28]
induce magnetic field perturbations because the capacitance
touchscreen consists of a grid of touch sensors (electrodes).
As illustrated by the equivalent circuits in Fig. 5, when a
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finger touches a button, the finger-coupling effect changes
the local capacitance of AC}(t) and results in the changing
voltages V;(¢) of this button (Equation 5), which perturbs the
corresponding magnetic field. Note that Vi x (¢) and Rpx are
the driven voltage and resistor of the electrode grid.

Vi(t) = Vrx (1) - greidesmrem (Not touching)

Rrx

R .
Vi(t) = Vrx () - RTX+1/(j47r7})éo)+AZf(t) (Touching)

(&)

AZp(t)=1/(

1 1
/GEACT @) T 17GanFoy)) (Impedance)

Since the key-pressing animation and finger-coupling effects
occur together, the change of current AI(t) and the in-
duced electromagnetic field A®(t) at a certain touching point
(Equation 6) finally produce perturbations on the inductive
electromagnetic field, ®(¢).

Vi(t) + AV (1) _wNAID o
AR(t) 2rs 7

where A®(t) reflects the perturbations on the ambient mag-
netic fields. As shown in the curves with triplet colors in
the lower part of Fig. 2, these magnetic fluctuations can be
captured by magnetometers that are widely integrated in the
IMU sensing module of COTS smartphones. In addition, the
captured magnetic signals present distinctive patterns when
launching different mobile apps and typing keystrokes, which
leak fine-grained user privacy from the wireless chargers.

AI(t) = = AD(t)

IV. ATTACK FRAMEWORK

This section presents the details of our proposed three-stage
attack framework, WISERS+. As shown in Fig. 6, (i) the
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Fig. 8: Power spectrum of coil whine at different charging protocols.

first stage is to prepare an attack, which includes inferring the
battery level left in the charging smartphone and the charging
protocol, as well as calibrating the magnetic field (§ IV-A);
(i1) the second stage is to build the user interaction context
from both the inter-interface switches inferred from the traces
of coil whine and the intra-interface activities uncovered from
the traces of magnetic field perturbations (§ IV-B); and (7i7)
the last stage is to utilize the established user interaction
context to uncover user privacy (§IV-C). The implementation
of the WISERS+ prototype is detailed in § IV-D.

A. Preparing Attacks

WISERS+ aims to discern user interactions with a
smartphone by analyzing unique patterns in the coil whine
and magnetic field perturbations generated during wireless
charging. Consequently, its accuracy hinges on the precision
of pattern recognition from these traces. Several factors affect
pattern recognition, including the (i) battery level of the
charging smartphone, (ii) charging protocol, and (iii) relative
positions between the wireless charger and the measurement
device (e.g., magnetometer in a smartphone). Changes in
these factors can produce different patterns for the same
user interaction. As such, WISERS+ can identify the trigger
condition to initiate subsequent attacks (i.e., when wireless
charging begins), infer the battery level of the charging
smartphone, determine the charging protocol, and calibrate
the magnetic field around the wireless charger.

Identifying the trigger condition. The triggering condition
for initiating an attack with WISERS+ occurs when a
smartphone is placed on a wireless charger. Although this
action produces both coil whine and disturbs the magnetic field
of the charger, neither signal alone is indicative of the trigger
condition due to environmental noise. Specifically, a range of
environmental factors may disrupt the magnetic field and/or
emit sounds within the frequency range of the coil whine from
a wireless charger. For example, the frequency of the coil
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whine in a wireless charger is between 4 kHz and 9 kHz, which
is in the same range as the sounds of cutting metal or birds
chirping. Therefore, WISERS+ identifies the trigger condition
by capturing an abrupt change in coil whine and the magnetic
field perturbation simultaneously. Specifically, it first uses the
magnetometer to log the direction and strength of the magnetic
field in a time series to identify a significant perturbation and
applies a high-pass filter to remove environmental noises,
such as low-frequency noise resulting from screen touching
or pressing, based on the frequency range of the coil whine of
a particular wireless charger. Next, it leverages the Short-term
Fourier Transform (STFT) and a periodic Hann window
function to recognize the abrupt change in the filtered power
spectrum because STFT combines time-frequency localization
and can isolate transient events while balancing spectral
leakage and temporal resolution. Unlike the standard Fourier
Transform, which lacks time-domain granularity, or wavelet-
based methods that prioritize variable resolutions, STFT offers
a computationally efficient and interpretable framework ideal
for real-time analysis of non-stationary signals, such as sudden
shifts in coil whine or intermittent interface interactions.

Inferring the battery level. After identifying the trigger
condition, WISERS+ next infers the battery level of the
charging smartphone. In charging, the smartphone actively
communicates with the wireless charger to adapt the power
supply according to the battery level of the smartphone follow-
ing the wireless charging protocols [1], [15], [16]. Currently,
COTS wireless chargers typically divide the charging process
into various stages determined by the battery level, each
offering distinct power supplies (i.e., varying current amounts)
during these stages. However, the specific number of stages
can vary among different chargers. For example, as shown in
Fig. 7, our 10 W Gikfun charger separates the whole charging
process into three stages associated with the battery level, i.e.,
low-level (below 20%), mid-level (between 20% and 80%),
and high-level (more than 80%). WISERS+ infers the battery
level by classifying the signal power of the coil whine into
different charging stages because different amounts of current
generate different patterns of the coil whine. Specifically, after
reviewing the acoustic features describing the signal power of
a sound, we decide to use all 86 relevant features to model
a coil whine trace as a 1 x 86 vector and adopt the random
forest classification algorithm due to its advances in handling
high-dimensional feature vectors.

Inferring the charging protocol. Some newly-released

smartphones from OPPO, Vivo, and OnePlus support the Qi
protocol and the fast charging protocols (e.g., AirVOOC [15],
SuperVOOC [16]). For example, when charging a OnePlus
10 Pro with Gikfun wireless chargers, the Qi protocol is used
to charge the smartphone (15W, charging current 1-2A). In
contrast, if using the AirVOOC 50W wireless charger to
charge the smartphone, the fast charging model will be turned
on (b0W, charging current 3—4A) as supported by smartphone
vendors. As different charging currents result in different
vibrational strengths in the coils, the coil whine presents
different strength and frequency patterns in the Qi charging
mode and the AirVOOC fast charging mode, as shown in
Fig. 8. Therefore, the coil whine presents the unique feature
of being a distinctive feature that reflects different charging
currents induced by different charging protocols. Hence,
WISERS+ utilizes the coil whine to infer the charging
protocol by extracting the acoustic features mentioned and
training random forest classifiers.

Calibrating the magnetic field. As outlined in § I1I-B, user
interaction with a smartphone can induce different magnetic
field perturbations. However, the pattern of perturbation for a
specific user interaction can vary depending on the relative po-
sitions of a wireless charger and the magnetic field measuring
device. To simplify the task of correlating different patterns of
the same interaction across the potentially infinite space of rel-
ative positions, WISERS+ calibrates the magnetic field coor-
dinates measured from all possible relative positions between
the two devices to the coordinates of a predetermined position.

As shown in Fig. 9, before putting a smartphone on the
wireless charger, we first place the magnetic field measuring
device at a specific position with an attacking distance d and an
initial relative angle 6 to the wireless charger as the pre-setting
position, and set its measured magnetic field coordinates Py =
(20, Yo, 20) as the origin of the coordinate. After a smartphone
is put on the charger, we use a direction vector PyP; to
represent the magnetic field drifts, where P, = (x1,y1,21)
is the new measured magnetic field coordinates. Next, we
use the circular arc interpolation method [29] to calibrate the
coordinates in the X-Y plane using Equation 7, where 6 is the
deviation of position from a random position Py = (3,2, 22)
to Py, to calibrate the coordinates of a measuring device.

x1 = x2 — d(1 — cosh)
y1 = y2 — dsinf (@)
zZ1 = %2

After calibrating the coordinates to our pre-setting position,
we leverage Py P, to reset the coordinates to the origin of the
coordinate in the pre-setting position by deducting the offsets
to accomplish the magnetic field calibration. In addition, user’s
interactions with the charging smartphone could cause subtle
movements or rotations, resulting in the shift of magnetic fields
to Pll = (xllay,hzll) = (21 + Az1,y1 + Ay, 21 + Az),
where the calibrated coordinates shifted from (0,0,0) to
POP{ - I?P;. To mitigate its impact, WISEE% continue

to monitor the coordinate changes and deduct Py Pll from the
captured magnetic field to achieve real-time calibration.
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B. Building User Interaction Context

WISERS+ constructs a comprehensive user interaction con-
text to discern user interactions, which integrates two orthog-
onal aspects of user interaction, i.e., inter-interface switches
and intra-interface activities. These components are derived
from both the coil whine and the magnetic field perturbation.

Inferring inter-interface switches. An inter-interface switch
denotes the transition between various interfaces displayed on
the screen of a smartphone, such as moving from the home
screen to any app interface. WISERS+ exploits coil whine
to deduce inter-interface switches because these transitions
induce more significant changes in the power spectrum of the
coil whine compared to the magnetic field perturbation, as
illustrated in the attack scenarios (§ III-A).

Types of inter-interface switches. At a high level, we first
systematically categorize smartphone interfaces into four
groups: (i) off screen interface, (i7) lock screen interface,
(724) home screen interface, and (iv) app interface. Note that
the app interface refers to the general interface of any app.
According to these categories, while a series of interactions
could involve multiple switches of different lengths in
practice, these four types of interfaces could systematically
compose six atomic and feasible switches: (i) off screen to
lock screen, (ii) lock screen to home screen, (i) lock screen
to app interface, (tv) home screen to app interface, (v) home
screen to home screen, and (vi) app interface to app interface.

Inferring inter-interface switches. As depicted in Fig. 2,
the power spectrum of the coil whine exhibits variations
across different interface types. Consequently, akin to the
approach employed for inferring the battery level (as detailed
in § IV-A), WISERS+ utilizes the distinct patterns present
in the power spectrum of the coil whine to discern specific
interface types and subsequently infer the corresponding inter-
interface switches. Each interface type is represented by an
86-dimensional acoustic feature vector (details in §IV-D), and
classification is performed using the random forest algorithm
to identify interface types and transitions between them.
Uncovering intra-interface activities. Alongside inferring
inter-interface switches, WISERS+ is designed to uncover
intra-interface activities. These activities are detailed responses
to user interactions within a single interface, encompassing
actions such as app launch, soft keyboard activation, and key-
board typing. As mentioned in §1II-A, magnetic field perturba-
tions could reflect user interactions in granularity much finer
than coil whine. Therefore, this component aims to achieve
the objective by monitoring magnetic field perturbations. In
addition, since recovering these activities could be formed as a
classification problem, we leverage one of the state-of-the-art
classification approaches [30] that trains an Attention-Based
Bidirectional LSTM (A#nBiLSTM) model, turn it into an
embedding model by removing the layers after the embedding
layer, and uses the embedding model with a Cosine distance
to classify magnetic field perturbations into different patterns,
each associated with a distinctive intra-interface activity.

Data  pre-processing. WISERS+ first utilizes a
Savitzky—Golay (S-G) filter [31] to remove noise in
sequential magnetic field perturbations collected without

distorting the signals. Next, considering that each activity
may last a different length of time in every attempt (e.g.,
a single keystroke may take 0.05-0.2 second [32]), it also
normalizes each activity attempt into the same length of time
via property-preserving up-sampling (e.g., nearest neighbor
interpolation [33]) or down-sampling (e.g., decimation
factor [34]) algorithms.

Training model. The training of the AttnBiLSTM model
requires sequences as input, which requires additional data
processing to convert a series of magnetic field perturbations
into a sequence that accurately reflects a specific user in-
teraction. Considering the magnetic field at a specific time
is usually described in a 3D-Cartesian coordinate system,
(z,y, z), and the magnetic field perturbation could be modeled
as a sequence of traces of the magnetic field in a time-series;
each magnetic field dimension of a magnetic field perturbation
sequence contains 1D time-series data points. As such, we
adopt an approach similar to the one proposed in [35] by
applying a 1D convolutional neural network (CNN) to extract
features from the time-series data. To this end, an 1D filter
is used to capture temporal correlations on each magnetic
field dimension, a max-pooling layer is adopted to reduce the
dimension by half, and a flatten layer is adopted to reshape the
feature map to one-dimensional sequences. These sequences
are the required legitimate input to train an AttnBiLSTM
model. In the AttnBiLSTM model, the embedding layer takes
the input sequences and generates a numerical vector. Next,
the bidirectional LSTM layers learn the predictive features
from the embedded vectors, and the attention layer captures
the dependencies between the features and the output. After
that, a full-connected layer produces the classification vectors
with the same size as profiled classes. Finally, a soft-max
layer generates the probability of each class and outputs the
predicted class with the highest probability.

Applying classification. Having obtained the embedding
model, WISERS+ will generate the embedding (e;) of a new
sequence of magnetic field perturbation (s;), and calculate its
Cosine distance to each sequence (s7) of a class C;. s; will be
classified into class C; if one of the cosine distances between
s¢ and s] is lower than the threshold.

C. Revealing Sensitive Information

After inferring inter-interface transitions and identifying
intra-interface actions, WISERS+ is capable of constructing
the user-interaction context to reveal private data. Tailored
to uncover specific sensitive information during user
interactions, it operates on attack strategies devised by
analysts. This flexibility allows WISERS+ to adapt and
facilitate various privacy-compromising attacks. The intricacy
of user interaction context is crucial for extracting detailed user
privacy insights; individual switches or actions alone may not
suffice to decipher the nuanced semantics of user engagement
with the device. For instance, while inter-interface switches
may indicate an app interface switch, identifying the specific
app remains elusive. Likewise, determining the meaning
behind a 4-digit input discovered during an intra-interface
activity is challenging without context. However, contextual
analysis, such as tracing the sequence from an off-screen to
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a lock-screen and then to a home screen or app interface, can
clarify that a 4-digit input serves as a screen unlock passcode.

D. Implementation

Our prototype of WISERS+ mainly targets three specific
intra-interface activities: app launch, keyboard opening, and
keystroke, yet it has the capacity to extend to additional
activities. The development of this prototype uses a
comprehensive toolkit, the details of which are discussed in
the following sections.

Processing the coil whine. WISERS+ leverages the coil
whine to infer the battery level left in the charging smartphone
to prepare attacks and inter-interface switches. To achieve
these two objectives, it extracts acoustic features of the coil
whine and applies the random forest classification algorithm.
Acoustic feature extraction. As mentioned before, following
a recent study [36], we extract a set of 86 acoustic fea-
tures and coefficients to describe the power spectrum of the
coil whine, including 26 Mel-frequency cepstral coefficients
(MFCCs) [37] (i.e., 13 standard MFCC features and 13
AMEFCC dynamic features), 26 Gammatone cepstral coeffi-
cients (GTCCs) [38] (i.e., 13 standard GTCC features and
13 AGTCC dynamic features), 24 linear prediction cepstrum
coefficients (LPCCs) [39] (i.e., 12 standard LPCC features and
12 ALPCC dynamic features), 10 spectral power patterns [36],
i.e., high power frequency features: (i) the number of peaks,
(ii) relative frequencies corresponding to peaks, and (iii)
standard deviations of high power frequency locations, efc.
To extract these features, we exploit on the MATLAB Audio
Toolbox (version 3.0), which provides reliable algorithms (e.g.,
STFT) and effective toolkits (e.g., high-pass and S-G filters).
Random forest classification. WISERS+ uses the random
forest classification algorithm to classify different battery
levels, detect typing intervals, and types of interfaces be-
cause it robustly handles noisy, high-dimensional data, i.e.,
fluctuating magnetic signals or irregular coil whine patterns
while minimizing overfitting. Compared with other lightweight
machine learning algorithms (e.g., Decision Tree, SVM, kNN),
its inherent feature importance analysis and scalability also
streamline prioritization of critical variables and enable effi-
cient real-time performance in dynamic applications [40]. In
particular, we set the number of estimators as 100, limit the
maximum depth to 32, and adopt a 10-fold cross-validation.

Monitoring magnetic field perturbations. WISERS+
uncovers intra-interface activities through magnetic field
perturbations using an AttnBiLSTM classification algorithm.
Initially, a 1D CNN algorithm extracts features from each
magnetic field perturbation sample containing six sequential
magnetic field states. These sequences are then transformed
into one-dimensional sequences that are compatible with the
input of the AttnBiLSTM algorithm. The CNN algorithm
is specifically set up with three input and output channels,
utilizes ReLLU activation functions, and has a kernel size of
three with a stride of one. Regarding the configuration of the
AttnBiLSTM classification model, we set its batch size as
128, embedding dimension as six, hidden size as 50, and use
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Fig. 10: Interval detection and keystrokes segmentation. (a) The

power spectrum of the coil whines when clicking keys “ABCD” on
the charging smartphone. (b) recognition results in interval detection.

the Cross-Entropy Loss and Adam optimizer with an initial
learning rate of 0.001 and epoch of 300.

Configurations for specific intra-interface activities. The
current prototype focuses mainly on three specific intra-
interface activities. Accordingly, our prototype applies a set
of configurations particular to each of these activities.

Adaptive threshold in launching app recognition under
closed-world and open-world settings. To recognize an app
that is being launched, we consider both the closed-world and
open-world settings. Since our algorithm requires a threshold
on the Cosine distance to classify an app, we propose
an adaptive threshold mechanism to ensure its scalability.
Following the closed-world and open-world settings proposed
in similar works [41]-[43], we let A7 = {app’}1*% (resp.
Ar = {appi}M)) be the set consisting of all apps in the
training stage (resp. the identification stage). In particular, A;
is the subset of Ap (A7 C Ap) in the closed-world setting,
while it could contain apps that are unmonitored in the training
stage (Aj g Ar) in the open-world setting. Next, we choose
the threshold based on the training set property. Specifically,
we first produce the threshold set 7' = {thresholdi}"% for
each closed-world app’. class in the training stage. Next, we
select the maximum threshold value T}y,q,, = mazimum{T}
as the approximate open-world threshold. Accordingly, if the
Cosine distance of a new app exceeds 7),,;, the embedding
model will classify it as an unmonitored app; otherwise, it
will be classified as a monitored closed-world class app?- if
their distance is shorter than T;.

System keyboards opening recognition. In practice, the
WISERS+ prototype is designed to work with three default
system-level soft keyboards, addressing scenarios where
specific input fields require the use of these rather than custom
keyboards. These include the keyboard to unlock the screen, a
numeric-only keyboard, and the full-size QWERTY keyboard.

Keystroke segmentation via coil whine features. In practice,
users often type a single word consisting of a sequence of char-
acters of different lengths. Considering the duration of a typing
practice contains both key presses and intervals between two
presses, we extract the acoustic features from the coil whine
between two key presses, and Fig. 10a shows that the coil
whine presents different patterns when typing the touchscreen
or not because of the extra induced electromagnetic field
resulting from the finger-coupling effect (§I1I-B). As such, we
leverage the extracted 86 acoustic-based features from the coil
whine to distinguish the key-pressing intervals, and Fig. 10b
shows it achieves 99% accuracy in recognizing the intervals.

Data normalization. As mentioned in §1V-B, a keystroke can
last between 0.05 to 0.2 seconds on average [32]. Similarly,
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users may spend different durations on each interface, and the
smartphone could launch an app at different speeds. Therefore,
we normalize each coil whine and magnetic field perturbation
trace as time series with 0.1-second intervals by applying
down-sampling and up-sampling, then use these traces of the
same length in both training and testing.

V. EVALUATION
A. Evaluation Setup

Our evaluation involves two sets of equipment to collect

data' and process the collected data for training and testing.
To collect data, we use an iPhone 11 as the data collector
(the attack device) to collect data from an iPhone 13 Pro (the
victim device) charging on a 10 W Gikfun wireless charger
at a distance of 8 inches (20 cm). Except for the analysis on
inferring the battery level, the battery of the victim device is
set in the mid-level (20% to 80%) in all of our evaluations.
Note that, we force close all background third-party apps on
the victim device while the remaining system services that
provide fundamental functionality. In particular, our iPhone 11
uses two free apps from Apple’s App Store to collect data, i.e.,
AUDIO RECORDER [44] (version 1.8.1) that uses the iPhone’s
microphone to record the coil whine, and SENSOR LOGGER [45]
(version 1.2.5) that utilizes the iPhone’s magnetometer to
record the magnetic field perturbations. In respect of data
processing, we run all experiments on a desktop that runs
Windows 10 with 32GB memory on an Intel i7-9700K CPU
and an NVIDIA GeForce RTX 2080Ti GPU.
Datasets. We first build a mobile app dataset (D,,,) by
collecting 360 apps from Apple’s App Store, which include
the top 15 popular free apps in each app category (24 in
total) based on statistics provided by similarweb [46] as of
mid February 2022, since App Store does not provide such
statistics. Based on D,,;,,, we next build eight datasets to
evaluate the effectiveness of WISERS+ in every stage that
is elaborated below.

B. Coil-Whine Based Inferences

Inferring battery levels. To evaluate the effectiveness of
battery level inference, we build the dataset Dpygtrery by

! Ethical Considerations. We take ethical considerations seriously in this
study. Data collection from volunteer participants was conducted with IRB
approval. Unlocking passcodes, cross-app searching content, and privacy-
sensitive user input were randomly generated for evaluation only, and we
only use our own accounts to evaluate keystrokes uncovered inside apps. WIS-
ERS+ has never been released to any other parties.The full list of test cases in
keystroke inference and more detailed experiment results of § VI (end-to-end
attacks) are available at: https://github.com/CityuSeclab/WISERS_SP23
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collecting coil whine traces from each of the three charging
statuses identified in our wireless charger (shown in Fig. 7
in § IV-A). Specifically, we put the iPhone on the wireless
charger, turn off its screen, wait until the coil whine becomes
stable, and collect one-second data. This procedure is repeated
50 times for each of the three cases (3 x 50 traces in total).
Note that, since they are all stable coil whine data, we further
divide them into 1,500 traces, each of which lasts 0.1 seconds,
for data normalization (§ IV-D), and split these traces into the
training set and the testing set with the ratio of 8 : 2.

Results. As shown in Fig. 1la, the overall accuracy of
battery level inference is 95.0%. Specifically, the low-level,
mid-level, and high-level accuracy are 98.7%, 89.3%, and
97.0%, respectively. In particular, since the data traces
collected for training and testing are well balanced, the
relatively lower accuracy when inferring the battery at the
low-level is due to the nature of the wireless charging strategy
and protocol. As shown in Fig. 7 in §IV-A, it is less stable at
this battery level than that in the other two intervals, which
leads to more misclassifications.

Inferring charging protocol. To evaluate the effectiveness
of the inference of the charging protocol, we built the dataset
Dprotocor by collecting coil whine traces when charging the
OnePlus 10 Pro with the AirVOOC 50W wireless charger,
which supports both the Qi protocol and the AirVOOC fast
charging protocol for wireless charging. In particular, we
follow the same signal preprocessing procedure as illustrated
above and split these traces into the training set and the
testing set with the ratio of 8 : 2 to develop the random forest
classifier. Note that a wireless charger typically supports only
one fast-charging protocol.

Results. As shown in Fig. 11b, the overall accuracy of
the charging protocol inference is 99.5%. Specifically, the
Qi protocol and the AirVOOC protocol accuracy are 100%
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Fig. 14: Effectiveness evaluation of keyboard open detection: KN
for keyboard not open, KO for keyboard open, NK for numeric-only
keyboard, FK for full-size keyboard.

and 99%, respectively. It shows that coil whine could be
a robust indicator for attackers to distinguish the specific
charging protocol in the wireless charging process and apply
corresponding pre-trained models for uncovering user privacy.

Inferring inter-interface switches. To evaluate the effec-
tiveness of recognizing inter-interface switches, we build the
dataset Dg,iten. We also collect the coil whine traces of each
type of interface for one second after it is stable for 50 rounds.
Specifically, these coil whine traces are collected from () one
testing case of the off screen and lock screen, respectively, (it)
six testing cases of the home screen, each of which shows a
home screen displaying different lines of apps ranging from
one to six lines excluding the dock, and (7i7) 24 testing cases
of app interfaces that are randomly picked from 24 apps in
D,pp, each of which is the most popular app in its category.
Similarly, these traces are split into the training and test set
with a ratio of 8 : 2.

Results. Since the recognition of the inter-interface switch
depends on the identification of the type of interfaces(§ IV-B),
we evaluate the accuracy of recognizing different types of
interfaces. As shown in Fig. 1lc, the overall accuracy of
interface type recognition is 92.5%. Specifically, the recog-
nition accuracy for the off screen is 98.0%, lock screen is
92.0%, home screen is 82.0%, and app interface is 98.0%. The
accuracy of the home screen is lower than that of other types of
interfaces. After investigation, the main reason lies in the sim-
ilarity between the home screen and the lock screen, where we
use the same background that consumes the most power, mak-
ing these two interfaces appear similar in power consumption.

C. Magnetic-Field Based Recognition

Recognizing an app at launch. We build the dataset Dgppicn
for this evaluation. Considering that apps on the smartphone
are launched one by one, a static image will usually be
displayed when an app is being launched, and different apps
may vary in launching duration, we choose to collect the
magnetometer readings for the first one second after clicking
the app icon on the screen to represent the magnetic field
perturbations during an app launch. Similar to collecting coil
whine traces, each magnetic field perturbation trace also lasts
for 0.1 seconds; each app in D, will be repeated 100 times,
resulting in 100 traces for each app launch. Since we have 360
apps, Dgppich consists of 36,000 traces. We also use the 8 : 2
split to generate the training and test set.
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Fig. 15: Effectiveness of uncovering keystrokes on three soft key-
boards (UK, NK, FK). Specifically, we evaluate WISERS+ by typing
the randomly generated keystrokes with lengths from 1 to 15 (OA:
Overall) on the iPhone 13 Pro charged by the Gikfun wireless charger.

Results. As shown in Fig. 12, the effectiveness of recogniz-
ing an app at its launch is evaluated in both the closed-world
and open-world settings defined. As mentioned in § IV-D, in
both settings, we use the same dataset to train the model, and
this dataset is built by randomly selecting 80% of traces in 120
apps. Accordingly, to evaluate its effectiveness in the closed-
world setting, the test set consists of the rest 20% traces in
those 120 apps; and in the open-world setting, the test set
includes (z) all traces in the rest 240 apps whose traces have
not been used to train the model and (7¢) the test set in the
closed-world setting. Overall, the recognition accuracy in this
closed-world setting is 91.8% with a standard deviation of
1.28%, and WISERS+ achieves an overall 87.9% recognition
accuracy with a standard deviation of 1.27% in the open-world
setting. The high accuracy and small standard deviation in
both the closed-world and the open-world settings indicate
the consistency of WISERS+ performance across apps in
different categories, and this consistency is also observed in
the recognition accuracy shown per category in Fig. 12.

Specifically, among 24 categories, WISERS+ performs
the best in recognizing apps in “Navigation” (96.2% with
1.48% SDV (SDV means Standard Deviation)) and worst
in “Medical” (89.4% with 1.95% SDV) in the closed-world
setting, and best in “Navigation” apps (92.0% with 1.22%
SDV) and worst in “weather” (85.4% with 2.19% SDV) apps
in the open-world setting. As such, WISERS+ can robustly
and consistently recognize apps at app launch in 0.1 seconds
in both closed-world and open-world settings.

Recognizing in-app activities. We further explore WIS-
ERS+’s capability in uncovering fine-grained in-app activi-
ties. Specifically, we build the dataset D;,qp,, by collecting
magnetometer data when performing eight in-app activities in
YOUTUBE (e.g., play the video, fast forward) and WHATSAPP
(e.g., send text, video meeting). We follow the same procedure
to collect magnetic field perturbation in building Dgppicr, and
utilize the 8 : 2 ratio to obtain the training and test sets. Note
that due to the numerous number of in-app activities in a single
app, we select the two most popular apps to study in-app
activity recognition in WISERS+ as a proof-of-concept work.

Results. Fig. 13a and Fig. 13b show the results in
recognizing eight common in-app activities in YOUTUBE and
WHATSAPP, where we know WISERS+ achieves overall
91.3% and 90.4% accuracy, respectively. In particular,
WISERS+ performs better in distinguishing in-app activities
such as “Switch to next video” and “Refresh” in streaming
apps like YOUTUBE, as well as “Voice call” and “Share link”
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TABLE II: End-to-end attack results. BL: battery level, CP: charging protocol OS: off screen, LS : lock screen, HS: home screen, Al:
app interface, AR: app recognition, KO: keyboard opening, UK: unlock screen keyboard, NK: numeric-only keyboard, and FK: full-size
keyboard, PRE: prediction results, T1: one attempt, T5: five attempts, “@®”’: involved, “O”: not involved.
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in chat apps like WHATSAPP, as these activities cost more
power consumption and induce distinctive patterns in captured
magnetic field perturbations during wireless charging.
Identifying keyboard open. This experiment involves two
datasets (i.e., Dspopen and Dgpiype) to evaluate the effective-
ness of identifying whether a keyboard is open and recognizing
the type of keyboard. In particular, these two datasets consist
of data traces collected when opening the numeric-only key-
board and full-size keyboard in the same 24 apps that are used
to build Dygytcn. Note that the screen-unlocking keyboard
can only be opened on the lock screen. Specifically, to build
D jopen» We collect one-second data traces in a static interface
and one-second data traces after the soft keyboard is open and
becomes stable in the same interface, and the collection for
each app is repeated 100 times. With respect to build Dptype,
we also collect one-second data traces in a static interface and
one-second stable data traces after the soft keyboard is opened
with one keystroke, and this process is repeated 100 times
for each app. The collected traces in both datasets will be
normalized as 0.1 seconds trace (§ IV-D). Therefore, in total,
each Dgyopen and Dgpiype has 2,400 traces, which are split
into a training and a testing set with the ratio of 8 : 2.
Results. As shown in Fig. 14a, while WISERS+ achieves
a precision of 87.0% if there is no keyboard open, it cannot
effectively distinguish between the numeric-only keyboard and
full-size keyboard with less than 60% accuracy. However, if it
involves a keystroke, as shown in Fig. 14b, it can successfully
recognize whether a keyboard is open with 99.0% precision,

the numeric-only keyboard with 97.0% accuracy, and the
full-size keyboard with 89.0% correctness. Specifically, the
main reason why its performance in recognizing the type of
keyboard with and without a single keystroke varies is that
these two keyboards almost occupy the same area and consume
similar amounts of power. Due to the different size of each key,
one keystroke could result in an energy consumption burst that
could be significant enough to separate these two keyboards.
Inferring keystrokes. This evaluation consists of three
datasets for different keyboards: (7) screen-unlocking keyboard
(Dgpds), (1t) system numeric-only keyboard (Dypgr), and (242)
system full-size keyboard (Dyypqr). To build the training set,
each key including the static key used to separate keystrokes
is clicked 100 times, and each time forms a magnetic field
perturbation trace which is normalized to 0.1 as described
in § IV-B. To create the test set, we randomly generate
a sequence of characters' for each keyboard ranging from
one character to 15 characters in length, and each sequence
generates three testing cases, each of which is repeated 100
times. For example, the three testing cases with one character
of the full-size keyboard are “u”, “a”, and “n”. Note that test
cases of a keyboard include all its individual keys.

Results. Fig. 15 shows the evaluation results on three differ-
ent soft keyboards where the length of keystrokes ranges from
one to 15; the overall accuracy for them are 91.5%, 89.6%,
and 83.0%, respectively, with only one guess attempt. The ac-
curacy can increase to 94.4%, 92.9%, and 90.6%, respectively,
within five attempts. At a high level, within five attempts,
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the uncovering success rate of all three keyboards reaches the
highest when there is only one character and decreases with
length grows. In particular, within five attempts, WISERS+
can 100% correctly recover one-character keystroke in all three
keyboards, while it achieves a precision of 87.3%, 85.0%,
and 78.3% to uncover 15-character keystroke sequence from
the screen unlocking keyboard, numeric-only keyboard, and
full-size keyboard, respectively. Note that this accuracy is
comparable to other works [6], which shows the ability of
WISERS+ to accurately uncover keystrokes. Moreover, five
attempts can significantly increase the accuracy in keystroke
inference than the one-time attempt, especially in recovering
15-character keystroke sequence on the full-size keyboard with
10% increase from 68.3% to 78.3%.

VI. END-TO-END ATTACKS

End-to-end attack scenarios. The end-to-end success rate
is crucial for assessing an attack framework’s efficacy. In
WISERS+, due to the interdependence of components, the
overall success rate is not simply a product of the accuracies
of the individual components. Therefore, to accurately gauge
the success rate, we have carried out end-to-end attack
experiments. Each experiment aims to accurately identify all
user interactions in a sequence, starting with screen unlocking
using a passcode, progressing to cross-app searches in the
home screen, and culminating in app launch and input of
sensitive information. The end-to-end success rate can be
calculated as success rate = (number of success trials) /
(number of all trials). In particular, we have prepared 40
screen unlocking passcodes that are randomly generated where
there are 13 four-digit, 15 six-digit, and 12 custom length
passcodes. With respect to cross-app search keywords, we
provide 40 different keywords particular to eight popular apps
(five keywords of different lengths for each app): two chat apps
(WHATSAPP and TELEGRAM), two financial apps (PAYPAL and
VENMO), two browsers (CHROME and SAFARI), and two Covid-
19 apps (SwissCoviDp and LHSAFE). Specifically, we prepared
five arbitrary sentences to type in these two chatting apps,
five randomly generated gmail addresses as user accounts
to use in two financial apps, five popular website URLs to
visit in two browsers, five randomly generated 12-digit Covid
case serial numbers for SwissCoviD, and five 8-digit mobile
numbers for LHSAFE. Note that these two Covid-19 apps
pop up the numeric-only keyboard when asking for sensitive
unique information. In total, there are 40 attack trials, and
each trial involves a screen unlocking passcode, one cross-app
search keyword, one app, and one app-specific user input.

End-to-end attack results. Table II presents the detailed
results of our end-to-end attack. In this attack, WISERS+
achieves a 100% overall success rate in the 40 end-to-end
attacks in at most five attempts to recover user input without
a single wrong character. In addition, even under the strictest
standard where only one attempt is allowed to recover user
input, more than half of all trials (i.e., 22 out of 40) can still
succeed without a single mispredicted character. Each failed
case in the remaining trials is in the length of 14 on aver-
age, and each only contains one mispredicted character. The
detailed analysis of each stage is elaborated in the following.
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Fig. 16: Impact factor of users on uncovering keyboard inputs.

Revealing screen-unlocking passcode. WISERS+ deter-
mines the screen-unlocking passcode by analyzing the unlock-
ing sequence, which comprises a keystroke and two series of
interface transitions. The first transition sequence progresses
from the off-screen to the lock screen and concludes at the
home screen, while the second follows a similar path but ends
at an app interface. The transition to the after-lock screen is
crucial, as it confirms successful unlocking and the accuracy of
the entered passcode. As shown in Table II, WISERS+ has
successfully inferred all inter-interfaces switches and recov-
ered all passcodes within at most five attempts. In particular,
for failed ones if using only one attempt, there are four eight-
digit, two nine-digit, and two ten-digit passcodes, and all eight
failed attempts mispredict only one digit!.

Revealing cross-app searching content. To capture
the essence of cross-app search activities, the context is
characterized by a series of inter-interface transitions across
home screens, combined with intra-interface actions like
keyboard activation and typing. Table II show the summary of
the attack results'. In particular, all inter-interface switches,
keyboard opening, and search content have been successfully
recognized and recovered without a single failure, achieving
a 100% success rate.

Revealing app-specific sensitive inputs. The user interaction
context encompasses navigating from the home screen to an
app’s interface, which may include transitions between various
sections within the app. For precise identification of actions,
three intra-interface activities are essential: launching the app,
opening the keyboard, and typing keystrokes. As shown in
Table II, all inter-interface switches and keyboard openings
in these attempts are accurately recognized and identified'.
In addition, WISERS+ needs more attempts to successfully
recover a typing word, especially when there is a character
in such a word appearing consecutively, such as “ee” in the
word “freezing”, or the corresponding key of a character has a
relatively smaller space than the other keys, such as “.” in the
middle of “gmail.com”. Similarly, within at most five attempts,
all user chat content is recovered.

VII. IMPACT FACTORS

Impacts from different users. Given prior research indicating
variability in user keystroke durations, WISERS+ adjusts
each keystroke trace to mitigate these discrepancies in
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Fig. 17: Impact factor analysis of wireless chargers and smartphones.
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keystroke recovery analysis. Furthermore, we conducted a
user study approved by the IRB to assess its efficacy. In
particular, we have recruited four more volunteers (two males
and two females) to join this study in the analysis of keystroke
recovery, and these volunteers were asked to conduct the same
experiments following the same procedures when we build our
keystroke evaluation dataset (i.e., Dypas, Dipan, and Dypar)
in § V-A. By using the same classification model trained
on these three datasets, as shown in Fig. 16, the accuracy
rates for different lengths of sequential keystrokes show a
similar trend that decreases slightly as the length grows, and
the accuracy difference is within 8% at most between those
of these volunteers and us. Therefore, the empirical results
indicate WISERS+ is practical for cross-user attacks.

Impacts from different wireless chargers. Commercially
available wireless chargers exhibit varying levels of noise
suppression, particularly coil whine, and magnetic field
shielding. These variations can significantly influence the
effectiveness of analyses based on coil whine and magnetic
field perturbations. To evaluate such impacts, we evaluate
WISERS+ on another five popular wireless chargers,
i.e., C1: Apple MagSafe Charger (A2140), C3: Samsung
Wireless Charger Stand (EP-N5200TBEGGB), C3: Mophie
Snap+ 15W (SNP-WRLS-CHGR), C,: Belkin BOOSTUP
7.5W (F7U054), and C5: Baseus Mini Magnetic 15W
(BS-W522), and compare the results with those obtained
from 10 W Gikfun charger used in our previous effectiveness
evaluation. Specifically, WISERS+ was improved by training
new models with data from five commercially available
products. We adhered to the same data collection and
evaluation methodology to evaluate the system’s capability
to determine battery levels, detect interface switches, and
identify applications upon their initiation, as detailed in § V.

As shown in Fig. 17a, WISERS+ can achieve high
precision in all six evaluations across different COTS wireless
chargers. In particular, the accuracy of these chargers in battery
level inference ranges from 89.9% to 98.0% (2.96% SDV
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Fig. 19: (a) and (b): Battery level inference of wireless chargers with
more than three levels. (c) Effectiveness of inter-interface switch and
closed app recognition when we evaluate WISERS+ on the Belkin
BOOSTUP wireless charger at different battery levels (L1—Ls) during
the process of charging the iPhone 13 Pro wirelessly.

(SDV means Standard Deviation)); in inter-interface switch
recognition ranges from 85.4% to 96.3% (4.31% SDV); and
in the app recognition at launching with a closed-world setting
ranges from 82.1% to 92.3% (3.98% SDV), respectively.
The findings indicate that Apple’s MagSafe outperforms in
mitigating coil whine noise, while the Samsung Wireless
Charger Stand is more effective in minimizing magnetic field
perturbations. As such, WISERS+ can be applied to various
COTS wireless chargers and achieve similar performance.

Impacts from different smartphone models. Smartphones,
even from the same manufacturer, can exhibit varying energy
consumption and management due to differing hardware and
software strategies between models (e.g., different iPhones).
To investigate its impact, we follow the same procedures as
before to evaluate six different iOS and Android smartphones,
i.e., Si: iPhone 13 Pro, Sy: iPhone 12, S3: iPhone 11, Sy:
Google Pixel 4, S5: OnePlus 10 Pro, and Sg: Samsung S10.
The results in Fig. 17b show that these six classification
models of different smartphones achieve accuracy from 94.7%
to 97.8% (1.38% SDV) in battery level inference, 90.8% to
95.7% (1.72% SDV) in inter-interface switch, and 89.7% to
92.4% (0.98% SDV) in closed-world app recognition.

In addition, we also evaluate the model transferability by
training a classification model for each smartphone and apply-
ing each trained model to all six smartphones. As shown in
Fig. 18, if applying the classification model to the smartphone
this model is trained from, these six models all achieve similar
high accuracy ranging from 98.6% to 99.6%; however, if
applying a model for other smartphones, the accuracy will
decrease to different degrees. Within smartphones running the
same OS, the accuracy of the classification model trained for
iPhone 13 Pro and iPhone 12 slightly decreases by around
5%, while the model of iPhone 11 decreases roughly 10%. The
differences may result from the varying screen techniques used
in them, where iPhone 11 uses LCD while the other two use
OLED. On the other hand, the accuracy of the model trained
from the three Android smartphones decreases by around 14—
23% due to their different keyboard layouts. Furthermore, the
accuracy decreases with 30% as we transfer the model trained
from an iOS smartphone to an Android smartphone because
their screen techniques and UI layouts are extremely different.
In short, though performance might decrease, WISERS+ can
also work for cross-device attacks.

Impacts from different battery levels. Based on the wireless
charging protocol, the same user activity could induce different
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Fig. 20: Effectiveness of WISERS+ under impact factors such as
running background apps (e.g., music apps like SPOTIFY), interacting
during a phone call, and Bluetooth connections.

patterns of coil whine and magnetic field perturbations if
the smartphone is at different battery levels [8]. We
comprehensively investigate 26 commodity wireless chargers
with their battery levels in the charging process [47], and there
are 17 wireless chargers that have three levels or less (e.g.,
Anker 10W charger), eight have four levels (e.g., Mophie
Snap+ 15W), and only Belkin 7.5W wireless charger has five
levels. Therefore, similar to the experiment in battery level
inference, we also evaluated WISERS+ in wireless chargers
with more than three charging battery levels. As shown in
Fig. 19a and Fig. 19b, WISERS+ achieves 94.0% and 94.2%
accuracy in recognizing battery levels from Mophie Snap+
15W (four levels) and Belkin 7.5W BOOSTUP (five levels),
respectively. We also collected data at different battery levels
from Belkin 7.5W BOOSTUP to train five models. As shown
in Fig. 19c, models trained from level one (L1) to level five
(L5), achieve an accuracy ranging from 91.8% to 94.8%
(1.27% SDV) in recognizing inter-interface switches, and
an accuracy ranging from 90.3% to 92.3% (0.91% SDV)
in app launch, respectively. Therefore, WISERS+ could be
used to launch attacks on different battery levels of a charger
regardless of the number of levels a charger has.

Impacts from background apps, phone calls and Bluetooth
connections. To further demonstrate WISERS+’s robustness,
we then evaluated its performance on the iPhone 13 Pro
charged by the Gikfun wireless charger under three common
scenarios. First, we conducted experiments when running
another music app, SPOTIFY, in the background, and Fig. 20a
shows that the performance of WISERS+ decreases by
approximately 8.4%, revealing that background apps may
have impacts on WISERS+ because they bring extra energy
consumption and affect the charging process. Second, Fig. 20b
shows the performance when we make a phone call to the
charging smartphone, where WISERS+ only decreases 2.7%
on average and a phone call presents a subtle influence as it
has no impact on the electromagnetic field. Third, Fig. 20c
indicates that Bluetooth connections have almost no impact
because BLE modules consume extremely low power that
cannot affect the charging current. Hence, WISERS+ is
resilient to these impact factors in real-world scenarios.
Analysis of other impact factors. Apart from analyzing the
above impact factors, we also analyze several other impact
factors, such as the app interfaces when typing on a key-
board, the distance and orientation angles between the wireless
charger and the attacking smartphone, and the number of
acoustic features. Our evaluation shows that WISERS+ is also
practically resilient to these factors. In particular, inferring
keystrokes is resilient to the impacts of different app inter-

TABLE III: Empirical results of extended attacks of WISERS+ on
fast charging AirVOOC 50W wireless charger. BL: battery level
inference, IIS: inter-interface switch, AF: app fingerprinting.

Protocol Smartphone Coil Whine Freq. BL IS AF
Qi OHCPIL‘IS 10 Pro 5.98-6.16 kiz 97.8% 95.7% 92.4%
OPPO Find X3 Pro 95.6% 94.0% 90.3%
ARVOOC OnePllAls 10 Pro 12.20-12.45 KTz 88.3% 87.5% 80.1%
OPPO Find X3 Pro 85.5% 86.4% T78.7%

faces, and there is only an average 5% decrease in accuracy.
Furthermore, if enlarging the attack distance from 8in (20cm)
to 12in (30cm) and 16in (40cm), WISERS+ can still achieve
the accuracy of 86.4% and 80.8% in using coil whine to
infer inter-interface switches and 90.2% and 77.3% in using
magnetic field perturbations to infer keystrokes, respectively.
Next, WISERS+ achieves an accuracy of 85.9% on average in
recognizing inter-interface switches and 91.4% in recovering
keystrokes when the relative orientation angle between the
charging devices and the attacking smartphone is changed to
30°, 60°, and 90°. In addition, we evaluated inter-interface
switches with a different number of acoustic features, and the
results show that it achieves the accuracy of 83.9%, 91.4%,
and 92.5% if applying 39, 78, and 86 features, respectively.

VIII. DISCUSSION

A. Extend Attacks on Fast Charging

To demonstrate that WISERS+ can be extended to launch
attacks on the fast charging mode of wireless chargers, we use
the AirVOOC 50W wireless charger to charge a OnePlus 10
Pro and an OPPO Find X3 Pro, and then collect data samples
for evaluation. In practice, we detect the expected leakages
of coil whine and magnetic field perturbations by an iPhone
11°s microphone with a sampling frequency 44.1kHz. Then,
we apply a moving-variance sliding window to divide the
recorded signals and obtain the frequency range of the coil
whines in the AirVOOC fast charging mode. Table III shows
the results that include the frequency of coil whine detected in
the AirVOOC mode and recognition accuracy in battery level
inference (85.5%—-88.3%), inter-interface switches (86.4%—
87.5%), and intra-interface activities such as app fingerprinting
(78.7%—-80.1%), which demonstrated that WISERS+ is still
effective with the detected coil whine in the AirVOOC
protocol. Compared with attack results in § V, WISERS+’s
performance degrades about 10% when switching to the
fast-charging mode. That is because the AirVOOC fast
charging requires a transmitting power in a large current in
the primary coil, which induces a strong electromagnetic field
with a lot of noise. For example, the frequency range of the
coil whine increases from 5.98-6.16 kHz to 12.20-12.45 kHz
when switching the charging protocol from Qi to AirVOOC
fast charging mode. Hence, the distinctive patterns inside
the coil whine and magnetic field perturbations generated
by users’ interactions could be overwhelming. However,
WISERS+ still shows the feasibility of extending attacks on
wireless chargers with fast charging protocols.
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Fig. 21: Power spectrograms of coil whine before/after obfuscation.

B. Countermeasures

To defend against this new side-channel attack, our proposed
countermeasure is to protect the coil whine and magnetic field
perturbations from being eavesdropped and exploited. Below,
we have designed and implemented several countermeasures
from the perspective of passive and proactive.

Passive countermeasures. To mitigate the risks of eavesdrop-
ping, utilizing advanced materials to build coils to minimize
noise, such as coil whine, and enhance magnetic field shielding
can effectively obscure signals, making them challenging to
intercept and analyze. However, implementing this strategy in
existing products presents challenges, and its effectiveness and
cost-effectiveness require further scrutiny [48].

Proactive countermeasures. To enhance wireless chargers’
security, we propose the integration of proactive protection
methods. This necessity stems from user interactions
leaving unique signatures in coil whine and magnetic field
disturbances. By intentionally injecting random noise, such
as Gaussian white noise [17], into the coil whine, we can
effectively disrupt potential malicious analyses. Illustrative
evidence from power spectrograms, like those depicted in
Fig. 21, demonstrates that these measures significantly obscure
the characteristic patterns of coil whine when we apply a 6 kHz
Gaussian white noise, makes distinct traits less discernible.
Furthermore, varying the amplitude and frequency of the
primary coil’s voltage can similarly obscure the magnetic field
signals. However, it is important to note that these alterations
may compromise the efficiency of wireless charging.

In addition, to protect users from WISERS+ in uncovering
sensitive keystrokes, it has been shown that shuffling soft
keyboards [5], [28], [49] could be an effective approach,
as the attacker cannot know the randomized layout of the
keyboard and cannot further infer sensitive keystrokes. Hence,
WISERS+ cannot effectively recover the specific keystrokes
from the input of a shuffled keyboard. However, deploying
shuffling virtual keyboards for each interface inside mobile
devices such as smartphones could increase the time spent
typing the keyboard, further lower functionality and usability
for smartphone users, and consume more battery power to run
the shuffling algorithm and generate redundant keyboards.

C. Limitations and Future Works

We have demonstrated that WISERS+ is resilient to various
impact factors (§ VII) Nevertheless, the performance could
be degraded when the attack distance is increased due to
the signal attenuation of both coil whine and magnetic field
perturbations. However, it is worth noting that close proximity
attack scenarios are common in daily lives where adversaries

can exploit this newly-discovered side channel to launch at-
tacks. Additionally, WISERS+’s performance will decrease if
directly transferring pre-trained models from one mobile OS to
another (i.e., i0S to Android), and we will tackle this problem
in future endeavors. Although WISERS+ does not take into
account the magnetic interference of neighborhood devices,
recent studies have demonstrated that its effect only appears
at a very close distance (e.g., less than 1cm [50]). Similarly, the
background apps might mislead WISERS+ in a few specific
circumstances (e.g., high run-sleep ratio [51]). We will eval-
uate and address them in future work. Moreover, the current
prototype may not uncover sensitive user inputs if a system-
level auto-filling mechanism exists. For example, the system
may autofill the user input “ve” to “venmo”. Using commodity
large language models (LLMs), e.g., ChatGPT, could generate
several word candidates from inferred incomplete keys to
address this challenge [52]. The current prototype also assumes
an awareness of the distance and relative angle between the
attacking device and the target charger. This limitation might
be alleviated by tweaking existing solutions proposed to detect
distance and angle by using magnetometers [53] and additional
sensors [54], such as the accelerometer and gyroscope, which
have already been integrated into most commodity smart-
phones, which are also listed as another future work.

IX. RELATED WORK

Wireless charging side-channel attacks. Recently, side-
channel attacks on wireless chargers have been widely
studied. However, existing works require either compromise
the wireless charger’s power line to acquire current traces [8]
or inductive voltages [9], or placing a hidden coil in a close
distance of 3.2cm to monitor the inductive currents [17],
which are impractical in real-life scenarios. Furthermore,
recent studies have shown the feasibility of injecting inaudible
audio commands into voice assistants through a maliciously
designed wireless charger [10], [18]. Unlike these works, we
propose the first contactless and context-aware framework,
dubbed WISERS+, that leverages the emitted coil whine and
magnetic field perturbations appearing in the wireless charging
process to uncover fine-grained user-smartphone interactions
in more practical scenarios with much looser assumptions.
In addition, WISERS+ presents the ability to attack chargers
with not only the Qi protocol but also other fast charging
protocols (e.g., AirVOOC [15], SuperVOOC [16]).

Power-based side-channel attacks. Numerous research
endeavors focus on investigating side channels from the
power traces of smartphones. These types of attacks
are launched under the assumption that adversaries can
compromise the victim’s smartphones (e.g., by installing
malware [4], [11], [12], [14]) or gain access to power cables
(e.g., USB cables) or power stations to monitor current/voltage
traces and perform activities such as app fingerprinting [55],
[56], location tracking [12], and extracting privacy-sensitive
information [5], [57]-[59]. Recently, AppListener [40] has
taken advantage of the available Wi-Fi power to infer app
activities. In contrast to these existing approaches, WISERS+
takes a different approach by eliminating the need for power
profiles and making no assumptions about the victim’s device.
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Electromagnetic (EM) side-channel attacks. Many research
studies on electromagnetic (EM) side channels require the
use of specialized EM probes to capture EM signals for
purposes such as reverse engineering neural networks [60],
monitoring program execution on microcontrollers [61], [62],
detecting microphone status [63], extracting secret keys [64]—
[67], recognizing security codes from touchscreens [50],
extracting credit card tokens [68], inferring running apps
keystrokes from PCs [69] and smartphones [28], [49],
injecting/eavesdropping audios [70], [71], and recovering 2D
fingerprints [72] from in-display fingerprint sensors or images
from embedded cameras [73]. These EM-based attacks are
typically conducted in close proximity, ranging from less than
lem [50], [60]-[62], [64]-[67], [72]-[74] to 2.5-5cm [17],
[68], [69], [75] or even 20-90cm [28]. Unlike these existing
approaches, WISERS+ introduces a novel side channel and
uses commodity smartphones to analyze user interactions on
another victim’s smartphone that is being wirelessly charged.

X. CONCLUSION

In this paper, we present a novel wireless charging side
channel that utilizes in a contactless and context-aware man-
ner. Using coil whine and magnetic field perturbations gener-
ated during the wireless charging process, our approach en-
ables the inference of sensitive user interactions on the charg-
ing smartphone. To demonstrate the feasibility of this side
channel, we have developed WISERS+, a three-stage attack
framework. To our knowledge, WISERS+ becomes the first
attack that exploits contactless physical signals emitted from
wireless charging to extract sensitive information from smart-
phones. Based on comprehensive evaluations, we demonstrate
the effectiveness of WISERS+ in inferring user interactions
while remaining resilient to various practical impact factors
and presenting the ability to attack fast charging systems.
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