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Characterizing Contactless Side-channel
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Abstract—Today, there are an increasing number of
smartphones equipped with wireless charging capabilities that
use electromagnetic induction to transfer power from a wireless
charger to devices that are being charged. In this paper, we unveil
a novel contactless and context-aware side-channel attack in wire-
less charging, which harnesses two physical phenomena, i.e., the
coil whine and the magnetic field perturbations, emanating from
the wireless charging process and further infers user interactions
on the charging smartphone. To validate the feasibility of this
new side channel, we design and implement a three-stage attack
framework, dubbed WISERS+, that first captures the coil whine
and the magnetic field perturbation emitted by the wireless
charger, then infers (i) inter-interface switches (e.g., switching
from the home screen to an app interface) and (i:) intra-interface
activities (e.g., keyboard inputs inside an app) to build user
interaction contexts, and further reveals sensitive information.
We extensively evaluate the effectiveness of our proposed attacks
with different commercial-off-the-shelf (COTS) smartphones
and wireless chargers. Our evaluation results suggest that
WISERS+ can achieve over 90.4% accuracy in inferring sensitive
information, such as the unlocking passcode on the screen and the
launch of mobile apps. In addition, our study also demonstrates
that WISERS+ is resilient to several practical impact factors,
and presents its potential to be extended to attack the fast
charging mode. Finally, we propose effective countermeasures
and mitigate threats from the WISERS+ attack.

Index Terms—Wireless charging, Contactless side channels.

I. INTRODUCTION

ecent years have witnessed significant advancements in

wireless charging technology for smartphones. Wireless
charging standards, e.g., Qi [1], introduced by the Wireless
Power Consortium (WPC), have seen widespread adoption,
and support for wireless charging has become an almost
indispensable feature for newly released smartphones. By the
end of 2023, the market saw the release of more than 25 billion
smartphones equipped with a wireless charging module [2]
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In this paper, we present a novel side channel targeting
wireless chargers that can be leveraged to uncover fine-
grained user interactions with charging smartphones and
reveal sensitive information (e.g., screen-unlocking passcode
and keyboard input). Specifically, this new side-channel attack
utilizes the emitted coil whine and perturbations in the ambient
magnetic field when a smartphone is charged wirelessly.
Unlike existing side-channel works in wired charging [3]-[7]
and wireless charging [8]-[10] that require physical access
to obtain current or voltage traces, this attack can work
contactlessly and does not require knowledge of the power
traces inside the wireless charger. It also makes no assumptions
about compromising the victim’s smartphones (e.g., installing
a malicious app [11]-[14]), and an attacker can launch the
attack by placing a measurement device (e.g., a smartphone)
in close proximity (e.g., 8in or 20cm) to the victim’s
smartphone. Additionally, our discovered side channels can
be adapted to smartphones with different battery levels and
various wireless charging protocols, including the widely-used
Qi protocol [1] and newly-introduced fast charging protocols
such as AirVOOC [15] and SuperVOOC [16].

Our newly discovered side-channel attack arises from two
inevitable physical phenomena: coil whine and magnetic
field perturbation, which occur during power transmission
between a wireless charger and a smartphone. A user’s
interaction with the smartphone during wireless charging,
such as typing text, can alter the displayed content on the
touchscreen. These changes often affect the power supply
(the amount of current) in the wireless charger, according to
current charging standards (e.g., Qi [1]). Fluctuations in the
charger’s internal coil current, following Ampere’s force law,
induce electromagnetic forces that cause slight deformation
and vibration of the coil, resulting in coil whine and magnetic
field perturbations surrounding the wireless charger, which
can be detected by nearby sensing devices.

To validate the feasibility of this novel side-channel attack,
we introduce WISERS+, a WirelesS chargER Sensing system
that aims to uncover user interactions in a context-aware
manner based on the collected coil whine and magnetic field
perturbations. To this end, we introduce a novel concept of
user interaction context to comprehensively describe a series
of user interactions with the smartphone in two orthogonal
aspects: (1) inter-interface switches that represent every switch
from one interface (e.g., the home screen) to another (e.g., an
arbitrary app Ul interface); (it) intra-interface activities that
represent actions performed within a Ul interface (e.g., typing
on a soft keyboard). Specifically, WISERS+ comprises three
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TABLE I: Comparison with related attacks.

Related Work Attack Surface Protocol Non-intrusive
Cour et al. [8] | Current traces in power line Qi 7
Wu et al. [17] Inductive current traces Qi 3
EM-Surfing [9] Voltage traces in coils Qi 7
VoltSchemer [10] Current traces in coils Qi 7
Dai et al. [18] Current traces in coils Qi 7
Charger-Surfing [5] | Voltage traces in USB cables USB 2.0 7
GhostTalk [7] | Voltage traces in USB cables | USB 2.0/3.0 7
WISERS+ | Coil whine/Magnetic field | Qi/AirVOOC | 3

stages. Initially, it detects a range of features (e.g., smartphone
battery level) that influence the measurement of coil whine
and magnetic field perturbation. Subsequently, it configures
itself accordingly in preparation for an attack. Next, it
leverages the coil whine to infer inter-interface switches
and utilizes the magnetic field perturbations to uncover
intra-interface activities. Based on inferred switches and
uncovered activities, WISERS+ builds the user interaction
context and finally interprets particular user interactions to
reveal specific sensitive information (e.g., typing the username
and password in a particular app). Table I shows comparisons
between WISERS+ and related side-channel attacks, and our
attack framework leverages our newly discovered contactless
side channels to launch a non-intrusive attack on Qi and
AirVOOC fast-charging protocols.

We have developed a prototype of WISERS+ and con-
ducted a comprehensive evaluation to assess its performance
at various stages, including individual effectiveness analyzes
and end-to-end attack demonstrations. Our prototype utilizes
an iPhone to capture coil whine through its microphone
and detect magnetic field perturbations via its magnetometer.
As a proof-of-concept, this prototype mainly targets three
specific intra-interface activities (i.e., app launch, keyboard
open, and keystroke) and four types of user interfaces (i.e.,
off screen, lock screen, home screen, and app interface).
These activities and interfaces are instrumental in uncover-
ing sensitive information such as screen-unlocking passcodes,
cross-app searching content, and app-specific sensitive user
inputs. Accordingly, we prepared eight datasets consisting of
data traces collected from the top 15 apps in each of the
24 categories (360 in total) in the Apple Store and Google
Play. WISERS+ achieves an accuracy of 92.5% to infer
inter-interface switches, 91.8% and 87.9% to recognize an
app at launch in the closed-world and open-world setting,
respectively, and 99.0% to identify a keyboard open. In respect
of uncovering keystrokes ranging from 1 to 15 in length on the
screen-unlocking keyboard, the numeric-only keyboard, and
the full-size keyboard, WISERS+ also reaches the accuracy of
94.4%, 92.6%, and 90.6%, respectively, within five attempts.

In addition, we conducted 40 end-to-end attack trials to
reveal the three types of sensitive information mentioned
above from a series of user interactions. Each series starts
by unlocking the screen and ends with typing sensitive
information in one of the eight popular apps such as
WHATSAPP, PAYPAL, and SAFARI. WISERS+ captures each
user interaction context and reveals sensitive information with
a 100% success rate within five attempts. Furthermore, we
also present an extensive analysis of practical impact factors,
such as different chargers and smartphones. Our results show
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Fig. 1: Wireless charging principle.

that WISERS+ is robust to a variety of impact factors,
indicating that WISERS+ can be applied to different wireless
chargers, battery levels, users, smartphones, charging protocol,
distances, and under different scenarios with interference from
background apps, phone calls, and Bluetooth connections. In
addition, we propose effective passive and proactive counter-
measures to obfuscate signals and prevent privacy leakage.
Contributions. We make the following contributions:

New side-channel attack vectors. We introduce a new
side-channel attack that exploits the emitted coil whine and
changes in the ambient magnetic field during the wireless
charging process to infer fine-grained and sensitive user
interactions on smartphones in a contactless manner.

A new attack framework. We propose WISERS+, a three-
stage, and context-aware attack framework, and implement
a prototype to demonstrate the feasibility of the new side
channel. Our prototype introduces a novel concept of user
interaction contexts to reveal sensitive information such as
screen-unlocking passcode and sensitive user inputs.

Extensive evaluation and countermeasures. WISERS+
is extensively evaluated and the results show that it can
effectively construct user interaction contexts based on the
coil whine and the magnetic field perturbation traces. Fur-
thermore, our study shows that the demonstrated attack is
resilient to a list of impact factors, and can be extended
to both Qi and fast-charging protocols. In addition, we also
propose effective countermeasures to mitigate threats from
the uncovered wireless charging side channel.

II. BACKGROUND
A. Wireless Charging on Smartphones

Wireless chargers utilize electromagnetic induction to
charge smartphones, adhering to the widely adopted Qi
protocol [19] (5-15W) or using advanced fast charging
standards (e.g., AirVOOC [15] (50W), SuperVOOC [16]
(65W), recently proposed by smartphone manufacturers such
as OPPO and Vivo. An illustration of this wireless charging
process is presented in Fig. 1. When a wireless charger detects
that a smartphone is put on, the charger initiates a series
of communications with the smartphone for power transfer
configuration, and its control unit converts the DC input
to power its coil (primary coil). The primary coil runs an
alternating current that incurs alternating voltages in the built-
in coil (secondary coil) of the smartphone to achieve charging
purposes. In particular, during this power transfer phase, the
wireless charging unit in the smartphone continuously talks
to the control unit in the wireless charger to change the
power supply by adjusting the current running in the primary
coil. Changes in power supply are coordinated with the



MANUSCRIPT OF IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING

Start charging: (€} 70% Protocol: Q)

Off screen

Not charging

Lock screen

Home screen

App interface Time (s)
|

2.5

v

M2s
95

-100

Power (dB)

W

N

L

1
1
1
1
: =
! 1

1

1

:

1

1

: L"W

Magnetic Field Perturbation

L
-

Launching app

‘‘‘‘‘

|
\,/MJ L}, o

Fig. 2: An real-world attack scenario: a user places a smartphone with 70% battery left on a Qi wireless charger, unlocks the screen with the
passcode (i.e., 0149), clicks app icon to open GOOGLE MAP, and types “costco” to search for nearby supermarket locations. Upper Figure:
the corresponding power spectrum of the coil whine; Lower Figure: the strength and directions in three dimensions of the magnetic field.
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Fig. 3: Public wireless charging facility examples.

different power requirements of activities performed by the
smartphone when charging [1]. Activities that consume more
power force the smartphone to request more power from the
wireless charger [1], [17]. This charging process terminates
if the smartphone is taken away or it sends messages to the
charger to stop charging, e.g., the battery is fully charged.

B. Physical Phenomena in Wireless Charging

Given that various charging systems employ electromag-
netic induction to facilitate power transfer from the primary
coil in the wireless charger to the secondary coil in charg-
ing devices, they inherently generate an ambient magnetic
field [20]. The fluctuating current levels during this charging
process may cause the coils to vibrate, leading to both coil
whine and perturbations in the surrounding magnetic field.

Coil whine. Coil whine, a.k.a., electromagnetically induced
acoustic noise, is a microphonic phenomenon. As shown in
Fig. 1, it is generated by the vibration or deformation of coil
materials under the excitation of a series of electromagnetic
forces, including the Maxwell stress tensor, magnetostriction,
and Lorentz force [21]. The coil whine can be present in
different frequency ranges, making it either audible (between
20 Hz and 20 kHz) or inaudible [22] to human ears.

Magnetic field perturbation. The dynamic current changes
during the wireless charging process can influence the ambient
magnetic field and result in magnetic field perturbations.
As such, these perturbations can be quantified by observing
changes in the magnetic field over time. At a specific time
point, the magnetic field can be represented by a vector
comprising coordinates in a 3D Cartesian space.
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Fig. 4: Magnetic field perturbation in five different apps.
III. THREAT MODEL AND FUNDAMENTAL PRINCIPLES
A. Threat Model

Attack scenarios. We consider a common scenario that
user places a smartphone on a wireless charger in a public
space as shown in Fig. 3, then unlocks the screen with the
passcode, and clicks the app icon to open GOOGLE MAP to
search for wholesale stores by typing “costco” into the search
bar. As mentioned in § II-A, these user interactions with the
smartphone could impact the current in both the primary
coil in the wireless charger and the secondary coil in the
smartphone, resulting in coil whine [23] and magnetic field
perturbations in ambient environments.

Remarkably, both the coil whine and magnetic field pertur-
bations seem to reflect user interactions accurately. We utilize
the microphone and magnetometer of another smartphone
to capture these physical phenomena resulting from user
interactions with the target smartphone, demonstrating that
the recorded data correspond closely to the user interactions
depicted in Fig. 2. The middle part of Fig. 2 illustrates
the sequence of user interactions, the upper part shows the
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power spectrum of the coil whine, and the lower part presents

the magnetic eld perturbations. As can be seen, switches

between interfaces (e.g., screen off to lock screen) are more

observable in the power spectrum of the coil whine, and ner-

grained activities in an 'nt,erface’ such as the aPp launch ar?l‘-%g. 5: lllustration of nger-coupling effects in a touching event.
keystrokes, are more noticeable from the ambient magnetic o

eld perturbations. Note that, since it could result in a signi -B- The Fundamental Principle

cant magnetic eld perturbation if a smartphone is put on thghe principle of wireless charging. Typically, wireless charg-
wireless charger, as shown in Fig. 2, we calibrate the ambieit leverage electromagnetic induction to transfer power from
magnetic eld to better illustrate the association between thReir primary coil to the secondary coil of the smartphone.
following user interactions and magnetic eld perturbations.First, the primary coil in the charger generates an inductive

The observation that magnetic eld perturbations coul@lectromagnetic eld, i.e., s(t), in the secondary coil based
show ner-grained activities raises two additional question§n the Biot-Savart law (Equation 1). The inductive electro-
i.e., () whether the launches of different apps result ifagnetic eld produces an induced voltage(ty to power
different magnetic eld perturbations and (ii) whether the¢he smartphone following Faraday's law (Equation 2).
same keyboard input in different apps leads to similar patterns oNolo(t)
of perturbations. To answer these questions, we further conduct s= )= %; (1)

a feasibility study on four other popular iOS apps, including P
two map apps (i.e., ApPLE MaP and Waze) and two apps V() =N s(® _ Ns ol p(®). @
that provide totally different services (i.e., one nancial app, ° *ot Np 2rst °

PavpAL, and one chat app, WHATSAPP), and present their, pare o(t) and 1,(t) are the electromagnetic eld and the
results in Fig. 4. Spem_ cally, Fig. 4a presents the magne%nning current in the primary coil, Nand r, are the turns
eld perturbation resulting from the rst ve seconds after,.4 (adius of the primary coil, Nand r, are the turns and

launching different apps, and Fig. 4b shows the perturbatipéwdius of the secondary coil, and, represents the energy

O,f typing the same \(vord, L.e., “costco”, iq dif_ferent apps. Ot}'ransmission ratio and the magnetic constant.
viously, launching different apps results in different magnetLFhe principle of the associations between user interactions

eld perturbations; the same keystroke produces very S'mllgrﬂd the coil whine. The running current in the coil generates

perturbations across different apps. Therefore, coil whine an . .

. . : electromagnetic forces (e.g., Lorentz force [21]) that incur
magnetic eld perturbations could potentially construct a new., .. S : i )

. . . . ... .vibration and deformation in the coil, resulting in the coil
contactless side channel to infer user interactions with theh. . . : .
. . . whine. In particular, a user interaction could result in a
smartphone when it is being charged on a wireless charger, . . : . .
change in the current in the primary coil, J(t), which

Attacker's capability. We assume that the adversary can placghen changes the electromagnetic forces exerted on the coil,
the attacking device in close proximity (e.g., 8in or 20cm) td= ,(t), according to the Ampere's force law (Equation 3).
the target wireless charger and be aware of the distance and
the relative angle between them. The attacking device can Fo)=1 pML, p(); 3)

record environmental sounds to extract the coil whine and is the | h of th . i Theref
measure the ambient magnetic eld, and it is placed befo\%here Lp is the length of the primary coil. Therefore, (1)

the victim puts the smartphone on the charger. In addition, t\%ﬁtorts the amplitude & and frequency 4, of the coil

attacking device is not required to be professional, but cou
be a commodity smartphone. Because most smartphones have ] ]
built-in magnetometers that can measure the ambient magnetic Fo®) SA anifen); “)

eld accurately [24], and their microphones are sensitivihere S(A . ;fcw) re ects the variations of shape, intensity
enough with a sampling rate of 44:1kHz -48kHz [25] taand intervals of the yellow jagged patterns on the spectrogram
capture most coil whine generated in charging a smartphofe shown in the upper part of Fig. 2. In particular, it further
with  commercial off-the-shelf (COTS) wireless chargeigemonstrates the correlations of user interactions and the
(e.9., Apple MagSafe Charger). Furthermore, placing thisduced coil whine, which makes it a distinctive physical side-
monitoring device in close proximity [17], [26]-[28] couldchannel leakage in the wireless charging process.

also be achieved in public facilities (Fig. 3). The principle of the associations between user interac-

In addition, while assuming the adversary can observe tliens and magnetic eld perturbations. User interactions
type of target wireless charger and the initial orientationgjith a smartphone continuously and dynamically change the
we also assume that the adversary cannot compromise (i) therent in the coils for wireless charging, leading to magnetic
charging station to monitor current traces in the power cablkdd perturbations. Speci cally, for user interaction, such as
of a wireless charger before the power conversion, (ii) theressing a button, both changes in the load of R(t) on
wireless charger to monitor the current traces in the primatiye secondary coil [1] and the nger-coupling effects [28]
coil after the conversion, and (iii) the victim smartphoneinduce magnetic eld perturbations because the capacitance
including modifying hardware or leveraging an installedouchscreen consists of a grid of touch sensors (electrodes).
malicious app or any software vulnerabilities. As illustrated by the equivalent circuits in Fig. 5, when a

ine S(A cw;fcw) emitted from the wireless charging coil.
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Fig. 6: Overview of WISERS+.

(a) Qi. (b) AirVOOC fast charging.
Fig. 8: Power spectrum of coil whine at different charging protocols.

rst stage is to prepare an attack, which includes inferring the
battery level left in the charging smartphone and the charging
protocol, as well as calibrating the magnetic eld (8 IV-A);
(ii) the second stage is to build the user interaction context
Fig. 7: Power spectrum of coil whine from different battery levelsfrom both the inter-interface switches inferred from the traces
nger touches a button, the nger-coupling effect changeef coil whine and the intra-interface activities uncovered from
the local capacitance of G (t) and results in the changing the traces of magnetic eld perturbations (§ IV-B); and (iii)
voltages W(t) of this button (Equation 5), which perturbs thethe last stage is to utilize the established user interaction
corresponding magnetic eld. Note that ¥ (t) and Ryx are context to uncover user privacy (81V-C). The implementation

the driven voltage and resistor of the electrode grid. of the WISERS+ prototype is detailed in §IV-D.
% Vi =V 1x (0 grrsie oy (Not touching) A. Preparing Attacks
: WISERS+ aims to discern user interactions with a
= - RTX . . . . .
MO=V O rogie orz o (Touching) - (5) smartphone by analyzing unique patterns in the coil whine
§ L N N and magnetic eld perturbations generated during wireless
Z 1015 =rc @ * =@ic o) (mpedance) charging. Consequently, its accuracy hinges on the precision

Since the key-pressing animation and nger-coupling effectd pattern recognition from these traces. Several factors affect
occur together, the change of current I(t) and the in-pattern recognition, including the (i) battery level of the
duced electromagnetic eld (t) at a certain touching point charging smartphone, (ii) charging protocol, and (jii) relative
(Equation 6) nally produce perturbations on the inductivgpositions between the wireless charger and the measurement
electromagnetic eld, s(t). device (e.g., magnetometer in a smartphone). Changes in

these factors can produce different patterns for the same
(6) user interaction. As such, WISERS+ can identify the trigger
condition to initiate subsequent attacks (i.e., when wireless
charging begins), infer the battery level of the charging

nheml: elds. As ?hqwn in r:he CUrves V‘,”th trlpIeF colors Insmartphone, determine the charging protocol, and calibrate
the lower part of Fig. 2, these magnetic uctuations can hg. magnetic eld around the wireless charger.

captured by magnetometers that are widely integrated in truqe s . .. . . .
. o entifying the trigger condition. The triggering condition

IMU sensing module of COTS smartphones. In addition, tr}gr inf?{iatgi]ng an gaq[tack with WISERSg+g occ?urs when a

captured magnetic signals present distinctive patterns when

launching different mobile apps and typing keystrokes Whic%martphone is placed on a wireless charger. Although this
g an € app yping K€y ' action produces both coil whine and disturbs the magnetic eld
leak ne-grained user privacy from the wireless chargers.

of the charger, neither signal alone is indicative of the trigger
condition due to environmental noise. Speci cally, a range of
environmental factors may disrupt the magnetic eld and/or

This section presents the details of our proposed three-stageit sounds within the frequency range of the coil whine from
attack framework, WISERS+. As shown in Fig. 6, (i) thea wireless charger. For example, the frequency of the coil

_ VeV i ) - oNsI®)
0= T ) 0=

where (t) re ects the perturbations on the ambient mag-

IV. ATTACK FRAMEWORK



