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Abstract—Multi-port chargers, designed to simultaneously
charge multiple mobile devices such as smartphones, have gained
significant popularity, with millions of units sold in recent years.
However, this multi-device charging feature introduces security
and privacy risks. If not properly designed and implemented, these
chargers can enable communication between connected devices
because they are inherently interconnected, which leads to crosstalk
voltage leakages. Despite their widespread use, these risks have
not been thoroughly investigated. We have identified novel attack
surfaces in the circuit design of multi-port chargers that allow an
adversary who shares the multi-port charger with the target victim
in close proximity to exploit one port to (2) recognize fine-grained
user activities of other devices being charged, (ii) eavesdrop on
secret audio transmission from USB-C audio pins, and (iii) inject
malicious audio commands into built-in voice assistants of charging
devices (e.g., Siri, Google Assistant). In this paper, we design and
implement XPORTHEFT, a novel system to analyze and demonstrate
the uncovered security and privacy threats in multi-port chargers.
Specifically, it leverages changes in voltage signals in one neighbor
port to monitor voltage changes in the charging port induced
by user activities in various user interfaces, such as recognizing
running apps and detecting keystrokes. Moreover, XPORTHEFT
can also achieve audio transmission eavesdropping and launch
inaudible audio injection attacks from the neighbor port to the
charging mobile device via the USB-C interface. We extensively
evaluate the effectiveness of XPORTHEFT using five commercial
multi-port chargers and five mobile devices. The evaluation results
show its high effectiveness in recognizing the launch of 20 mobile
apps (88.7%) and revealing unlocking passcodes (98.8%), as well
as eavesdropping on the audios of numeric digits (97.1%) and al-
phabetic characters (98.0%). Furthermore, XPORTHEFT achieves
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100% success rates in inaudible audio injection attacks on three
commercial voice assistants. In addition, our study also shows that
XPORTHEFT is resilient to various impact factors and presents the
potential to attack multiple victims.

Index Terms—Crosstalk voltage leakage, multi-port chargers,
eavesdropping attacks, inaudible audio injection attacks.

I. INTRODUCTION

HE rapid proliferation of mobile devices, such as smart-

phones and tablets, has driven the development of various
battery charging accessories, with the market for these products
projected to reach approximately 3.09 billion USD by the end
of 2033 [1]. Among these accessories, multi-port chargers have
become a prominent choice, offering multiple ports (e.g., two or
more USB-C/USB-A ports) to support charging several mobile
devices simultaneously. Over the past five years, multi-port
chargers have gained significant popularity, fueled by the grow-
ing demand for charging multiple devices with varying charging
specifications. For instance, Fig. 1 illustrates four typical real-
world scenarios showcasing the use of commercial off-the-shelf
(COTS) multi-port chargers.

However, the multi-device charging feature of these well-
designed multi-port chargers introduces a significant attack sur-
face, enabling one device to perform malicious actions on other
devices charging simultaneously. This vulnerability arises from
the fundamental design of multi-port chargers, where all charg-
ing ports are connected in parallel and share the same voltage. As
aresult, any voltage fluctuation in one port can propagate to other
parallel-connected ports, creating opportunities for attacks that
can eavesdrop or inject voice commands into other connected
devices. Previous studies have shown that voltage changes in a
charging mobile device can reveal sensitive information, such
as pressing buttons, unlocking screen keystrokes, and running
smartphone applications [2], [3], [4], [5]. In addition, these
voltage fluctuations (a.k.a., crosstalk voltage leakage) can be
exploited to manipulate the voice assistant of a charging device,
enabling the injection of malicious voice commands, which
can result in misinterpretation of information or unintended
actions [6].

Unfortunately, these severe security and privacy risks
associated with multi-port chargers have largely been
overlooked. One possible reason for this neglect is the
perception that multi-port chargers are immune to such threats
since they are not primarily designed for data transfer—a critical
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Fig. 1. Tllustration of COTS multi-port chargers in real-life scenarios. A

multi-port charger can support battery charging for multiple mobile devices
simultaneously.

Multi-port Chargers

attack surface commonly exploited for eavesdropping and
voice command injection attacks on other devices (e.g., USB
hubs [7], [8], [9]). To fill in this gap, we aim to investigate three
typical side-channel attacks when the adversary shares the same
multi-port charger with the target victim in close proximity: (i)
eavesdropping on user activities at the User-Interface (UI) level,
(ii) stealing sensitive audio information, and (iii) launching
inaudible audio injection attacks. This analysis serves as a
crucial first step in uncovering the previously overlooked
threats posed by multi-port chargers and contributes to the
development of improved security measures for these devices.

We design and implement XPORTHEFT, a novel attack system
to investigate eavesdropping and audio injection attacks arising
from communication across charging ports of a multi-port USB
charger. For eavesdropping attacks, XPORTHEFT detects the
leakage of voltage signals from neighboring ports, processes
the signals to extract informative voltage clips, and trains mod-
els to recognize user activities, ultimately inferring sensitive
information from other connected devices. For audio eavesdrop-
ping and inaudible audio injection attacks, XPORTHEFT exploits
the crosstalk voltage leakage of the audio pins on the USB-C
charging interface to reconstruct audio transmissions, activate
the voice assistant on the target device while bypassing its speech
verification system, then injects malicious voice commands via
a compromised multi-port charger.

We have implemented XPORTHEFT with a custom-built at-
tacking device to demonstrate the feasibility of the three attacks
mentioned above. As a proof of concept, first, XPORTHEFT aims
to eavesdrop on three particular types of Ul-level sensitive infor-
mation, i.e., unlocking passcode, launching apps, and sensitive
keystrokes, from the charging device due to the fundamental
design flaw existing in multi-port chargers. Specifically, we
use the attacking device to collect signals of crosstalk voltage
leakage from 20 popular mobile apps and two soft keyboards
(i.e., unlocking numeric keyboard and full-size QWERTY key-
board) running on five mobile devices that are charging with
five commodity multi-port chargers from different vendors. Our
evaluation results for eavesdropping attacks show high effec-
tiveness of XPORTHEFT where it achieves 98.8% in recognizing
the unlocking passcode, 88.7% in fingerprinting the 20 mobile
apps, and 83.0% in revealing the alphabetic keystrokes of a
QWERTY keyboard. Furthermore, XPORTHEFT presents effec-
tiveness in eavesdropping audio from USB-C audio pins that
could contain sensitive information, such as medical conditions,
where it achieves 97.1% and 98.0% in eavesdropping audio
of numeric digits and alphabetic characters, respectively. The
empirical results also demonstrate that XPORTHEFT is resilient
to various practical impact factors, including different multi-port
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chargers, mobile devices, and battery levels of charging devices.
In addition, we show the potential for launching attacks on
multiple victims’ devices and provide efficient software- and
hardware-based countermeasures to smooth out voltage leak-
ages to defend against XPORTHEFT.

In respect of validating the inaudible audio injection attack,
we evaluate it over three commercial voice assistants integrated
into popular smartphones, including Apple Siri, Google Assis-
tant, and OnePlus Breeno. Specifically, the attacking device can
receive voice commands remotely from the attacker through
wireless communications (e.g., Wi-Fi or Bluetooth) and then
modulate them to injectable audio clips. Next, it leverages the
audio pin of the USB-C interface to automatically activate the
voice assistant of the charging smartphone while bypassing
the speech verification mechanism that is widely deployed on
commodity mobile devices. Finally, modulated audio clips that
contain malicious voice commands would be injected into the
charging device to obtain more private information about the de-
vice’s owner or manipulate voice-controllable IoT devices (e.g.,
Apple HomeKit). In particular, extensive evaluation shows that
XPORTHEFT achieves 100% attacking success rates in activating
the three voice assistants, injecting different voice commands,
and 12 trials of end-to-end audio injection attacks.

Key Advancements in XPORTHEFT : As an extension work of
the MobiCom’23 paper [10], XPORTHEFT presents the following
key differences: (i) Introducing a new exploration of potential
audio eavesdropping attack through the crosstalk leakage across
USB-C ports, (ii) Proposing a new end-to-end pipeline to sys-
tematically illustrate the attack surface, (iii) Providing software-
defined countermeasures and a comprehensive user study of
USB charging security, and (iv) Extensively reconstructing and
expanding based on the latest insights and research progress in
relevant works.

Contributions: We summarize the contributions as follows:
Novel Attack Surfaces: We comprehensively explore
crosstalk attack surfaces that can be exploited to attack mo-
bile devices charged by a commercial multi-port charger.
It uses changes in voltage leakage between neighboring
USB charging ports to reveal sensitive information and
characteristics of the USB-C interface to eavesdrop on
sensitive audio conversations and inject malicious voice
commands into other charging devices across ports.
End-to-end Attack Exploration: We propose and imple-
ment an end-to-end attack system, XPORTHEFT, to demon-
strate the feasibility of a collection of the proposed attacks.
Specifically, it exploits the crosstalk voltage leakage to
recognize Ul-level user privacy. In addition, it exploits the
audio pins of the USB-C interface to reconstruct sensitive
audio transmission, inaudibly activate the voice assistant,
and inject modulated malicious voice commands from the
neighbor USB-C port to other charging devices.
Comprehensive Evaluation: We comprehensively evalu-
ate the effectiveness of XPORTHEFT with five commod-
ity multi-port chargers and five mobile devices. The re-
sults indicate that it effectively performs eavesdropping on
various user activities and audio information. Moreover,
XPORTHEFT achieves a 100% success rate in activating
different voice assistants and inaudibly injecting different
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Fig. 2. Architecture of a multi-port charger and USB ports: (a) Circuit of a
typical multi-port charger, (b) USB-A port (4 pins), and (c) USB-C port (24 pins
on two sides).

voice commands. Next, we also show the potential to attack
multiple charging devices and provide effective counter-
measures to defend against it. In addition, we provide a
user study to show the social influence of USB security on
public awareness.

II. BACKGROUND
A. Primer on Multi-Port Chargers

Commercial multi-port chargers enable users to charge mul-
tiple mobile devices (e.g., smartphones, tablets) simultaneously.
For example, Fig. 2(a) depicts a commercial multi-port charger,
the UGREEN 40 W dual USB-C charger, that are integrated
with two USB-C ports. Typically, the hardware schematic ar-
chitecture of a multi-port charger consists of an AC voltage
step-down transformer, a rectification circuit, a filtration circuit,
a voltage regulation module, and multiple output USB charging
ports. First, the step-down transformer converts the high input
AC voltage (e.g., 110 V AC) to low AC voltage (e.g., 9 V
AC). Then, the rectification circuit removes the negative part
of the downgraded AC voltage to produce a partial DC with
oscillations, and a filtration circuit suppresses such oscillations
to generate a proper DC voltage. Finally, a voltage regulation
module eliminates other noise and outputs the DC voltage (e.g.,
5 V DC) to the charging ports for powering multiple mobile
devices. To support simultaneous charging, the output ports are
connected in parallel, ensuring that each port provides the same
voltage (e.g., 5 V). Consequently, voltage fluctuations on one
port can affect the voltage levels of neighboring ports during the
charging process.

B. USB Type-A and USB Type-C Ports

The USB-A port is commonly used in various mobile device
accessories (e.g., chargers, USB hubs), as shown in Fig. 2(b).
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In this structure, two pins (pins 1 and 4) are designated for
battery charging, while two other pins handle data transfer. On
the other hand, USB-C ports have been widely adopted in most
Android smartphones and will be mandatory for all smartphones,
including iPhones, sold within the European Union by the end of
2024 due to recently passed legislation [11]. The structure of a
USB-C port, shown in Fig. 2(c), includes 24 pins distributed on
two sides. Its rotational symmetry ensures identical pin functions
on both sides, eliminating the need to align the connector in
a specific orientation for plugging. Additionally, USB-C ports
support not only battery charging and data transmission, but also
audio input (pin 8) and audio output (pin 6). Because USB-A
and USB-C ports support battery charging, power traces can be
analyzed to infer user activities on the connected smartphone.
Furthermore, the advanced capabilities of USB-C introduce po-
tential security risks, such as the possibility of audio eavesdrop-
ping and injecting inaudible voice commands, as we demonstrate
in this work.

C. Fundamental Principles of Potential Attack Surfaces

Below, we illustrate the fundamental principles of potential
attack surfaces resulting in crosstalk user privacy leakage and
inaudible audio injection between two neighbor USB ports of a
multi-port charger from the aspect of physics.

Crosstalk Voltage Leakage: Similar to the crosstalk leakage
identified in multi-port USB hubs [7], [12], the pins on USB
charging ports inevitably share the same voltage input, and such
a fundamental hardware imperfection (i.e., parallel-connected
architecture) leads to crosstalk voltage leakage across neigh-
boring USB ports. In a common battery charging scenario, we
denote the output voltage of the charging port as V¢(t) and the
voltage of another neighbor port as Vx(t). As these two ports are
parallel-connected, their relations are shown in (1) as follows:

V()

where C is a mapping factor that reflects the Vy(t) changes with
the V¢ (t) based on the circuit design between the neighbor USB
ports. Note that the magnitude and shape of Vx(t) and V(t)
may be different, but the mapping factor C only depends on the
design of the hardware circuit [7], [13]. For a specific multi-port
charger, C is a constant factor between the two neighbor USB
ports.

We assume the load of the smartphone is Rs(t) when being
charged by a multi-port charger through a USB powerline. Based
on Ohm’s law, we can present the running current I (t) to charge
the smartphone in (2):

Ic(t) = Vc(t)/Rs(t)

When the user performs different smartphone activities (e.g.,
running apps, pressing buttons on keyboards), these activities
induce different displays of lighter/darker pixels on an OLED
touchscreen that consume different amounts of power [2], which
require extra energy consumption of the battery that results
in load changes Rg(t) in the battery of the charging smart-
phone [5], [14]. As such, these load changes induce the changes
of voltage V¢(t) on the charging port, as well as voltage
changes Vx(t) the neighbor port because of the leakage across

C e Ve(D), 6]

1/Rs(1), 2
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ports, which is shown in (3):
Vx() Ce V(B Rs(t). 3)

Therefore, it is feasible to exploit the crosstalk voltage leakage
from a neighboring port to monitor voltage fluctuations on the
charging smartphone, which allows inference of fine-grained
user activity at the UI level. In particular, the output voltage
containripples generated by the AC-DC conversion circuitry and
other signal conditioning components embedded in the charger
shared by the multiple USB ports. Nevertheless, the strength of
the ripple is much weaker than  Vy(t), which only causes subtle
fluctuations on Vx(t) and V(t), and the induced noise can be
mitigated through signal filters (Section IV-B).

In addition, when the victim’s smartphone is charged through
a USB-C port, audio is routed through a virtual headphone output
rather than the loudspeaker. This enables attackers to capture
audio signals by measuring crosstalk voltage leakage on the
audio pins, bypassing the need for direct access to audible sound.
Notably, the USB-C interface includes separate pins for the left
and right audio channels, although the attacker only needs to
measure the voltage of one of the audio pins.

Inaudible Audio Injection: As USB-C ports support audio
transmission (Section II-B), they reveal the possibility of an
inaudible audio injection attack on a smartphone’s voice assis-
tant. Typically, activating the voice assistant requires a verified
owner’s voice to pass a speech recognition check. However, the
USB-C interface provides an alternative activation method [6].
Many smartphones permit the inline control button of the ear-
phone to trigger the voice assistant when held for about 1 to
2 seconds, which is a function embedded within the USB-C
capabilities. Therefore, the attacker can manipulate the audio
pin’s voltage changes to simulate a button-pressing event to
inaudibly activate the voice assistant of the victim’s smartphone
while bypassing the speech recognition system.

After activating the voice assistant through the above method,
one can inject a modulated audio signal that contains malicious
voice commands to the victim’s smartphone across the neighbor
USB-C ports of a commodity multi-port charger. Specifically,
the modulated audio signal A(t) for injecting voice commands
can be denoted as follows:

A =

Cele(t)e

o X(t) + Vorfset 4

where X(t) is the original audio clip that contains the voice
command, is a factor to adjust the amplitude, and Voffset
is an extra DC offset to compensate for the initial voltage of the
port. Then, an analog-to-digital converter (ADC) will take the
modulated signal and convert it to a digital signal that the audio
pin of the USB-C interface can recognize.

III. MOTIVATION AND THREAT MODEL

A. Motivating Examples

In this section, we present three motivating examples of
launching Ul-level eavesdropping, audio eavesdropping, and in-
audible audio injection attacks through a commercial multi-port
charger. That is, the user connects the smartphone to one port of
the charger to charge the battery, unlocks the smartphone with a
password (e.g., “1234”), and then launches the app WhatsApp
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to send a message to others (e.g., “abcde”). This series of
activities changes the energy consumption of the smartphone
battery and further changes the power line’s running current
and the charger’s output voltage. As mentioned in Section II-A,
the voltage changes in one port can induce crosstalk voltage
changes in other neighboring ports, and these changes present
detectable patterns and predictable features that can be exploited
to infer corresponding user activities at the Ul level. In addition,
the attacker can exploit the integrated audio pin in the USB-C
interface to eavesdrop on audio in a private phone call, as well
as activate the voice assistant (e.g., Apple Siri) and then inject
malicious audio commands (e.g., “Where is my home?”).

In Fig. 3, we present the voltage changes in both the user’s
charging port and a neighbor port when the user performs
different activities. Specifically, we show the voltage changes
of unlocking password input, app launching, and QWERTY
keystrokes. As can be seen, both the voltages of the charging
port (grey curve) and the neighbor port (blue curve) present
distinctive and synchronized changes when pressing a button to
unlock the smartphone, launch apps, or enter keystrokes. Fur-
thermore, we demonstrate that crosstalk voltage leakage on the
audio pins of the USB-C interface can be exploited by attackers
to eavesdrop on audio in conversations that contain sensitive
information (e.g., medical health information). In addition, we
also show the patterns on the audio input pin of the user’s
charging port and the neighbor port when we activate the voice
assistant Siri and inject the malicious voice command “Where is
my home?” into it. As such, Siri will respond to the requirement
to send the victim’s home address to the malicious attacker.

B. Threat Model

We consider acommon scenario where multi-port chargers are
used to charge mobile devices (e.g., smartphones and tablets),
with target victims connecting their devices and performing
various activities (e.g., unlocking the phone, running apps). In
this setup, an attacker can share the multi-port charger with the
victims in close proximity and execute three types of attacks: a
Ul-level eavesdropping attack, an audio eavesdropping attack,
and an inaudible audio injection attack. Such scenarios are
prevalent in public facilities and shared spaces, such as offices
and airports, and it is practical for attackers to connect the
hacking device to access crosstalk leakage or deploy a modified
multi-port charger in advance.

I) Ul-level Eavesdropping Attack: When launching the UlI-
level eavesdropping attack, the attacker monitors the crosstalk
voltage changes of a neighbor port and leverages these voltage
traces to infer sensitive information, including (i) the digits of the
smartphone’s unlock password, (ii) the victim’s app usage and
related activities, and (iii) sensitive keystrokes on a QWERTY
keyboard. We assume that the attacker has access to a neigh-
boring port on a shared multi-port charger with the victim, but
cannot compromise (i) the multi-port charger itself by installing
malicious firmware, (i) the victim’s USB power line to monitor
the charging current traces, or (iii) the victim’s smartphone by
installing malicious apps.

1) Audio Eavesdropping Attack: When launching the audio
eavesdropping attack, the attacker can exploit the crosstalk
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Fig. 3.

Motivating examples of three attacks via XPORTHEFT. (I) Ul-level Eavesdropping Attack: When a multi-port charger is charging the smartphone, the

victim performs various Ul-level activities (e.g., unlocking the smartphone, opening an app, and typing keystrokes), which induces voltage changes (grey color)
on the charging port as well as the neighbor port. Meanwhile, the attacker acquires the voltage leakage (blue color) and utilizes it to uncover private information.
(II) Audio Eavesdropping Attack: the attack leverages the crosstalk voltage leakage on the audio pin of the USB-C port to recognize sensitive information (e.g.,
medical health information) when the victim is making a phone call. (III) Inaudible Audio Injection Attack: The attacker can compromise the multi-port charger
to achieve audio injection by activating the voice assistant of the victim’s smartphone and then injecting malicious voice commands through the audio pin of USB-C
to obtain user privacy (e.g., “Where’s my home?”’) and conduct malicious intrusions based on the response from the VCS.

voltage leakage of audio pins on the USB-C interface to
recognize private information (e.g., bank account, medical
condition) in secret conversations, when the victim is making
a phone call on the charging smartphone. Considering some
manufacturers may not connect all pins in parallel in the
multi-port charger, the unconnected audio pins present no
crosstalk leakages. In this scenario, following the assumptions in
previous relevant studies [6], [ 7], we assume that the attacker can
first compromise a multi-port charger by connecting the audio
output pins of the two neighboring USB-C ports. Nevertheless,
we also assume that the attacker cannot compromise the
victim’s smartphone to acquire the audio by malware or place
small microphones in close proximity to record audio directly,
which could raise suspicions from the victim.

II1) Inaudible Audio Injection Attack: When launching the
inaudible voice injection attack, the attacker can use the USB-C
interface to bypass speech verification and activate the voice
assistant (e.g., Apple Siri, Google Assitant) of the victims’
smartphones to inject modulated audio commands through the
audio signal pin of the neighbor USB-C port. Similar to the
previous audio eavesdropping attack, we also assume that the
attacker can first compromise a multi-port charger with USB-C
ports by connecting the audio input pins together. Then, the
attacker shares the multi-port charger with the victims in a shared
place and leverages a customized attacking device to achieve
the inaudible audio injections. In addition, the attacker can
utilize speech synthesis [15] tools (e.g., Google WaveNet [16])
to generate modulated audio commands.

IV. ATTACK DESIGN
A. Overview of XPORTHEFT

Fig. 4 presents the overview of XPORTHEFT in launching
the Ul-level eavesdropping attack, audio eavesdropping attack,
and inaudible audio injection attack. Specifically, an attacker
first shares the multi-port charger with the victim and obtains
the crosstalk voltage leakage from a neighbor USB port. Then,
the recorded voltage traces will be processed and normalized
for Ul-level user activity recognition to eavesdrop on privacy
information, i.e., unlocking passcode, running app activities, and
in-app keystrokes. Moreover, the attack leverages the leakage on

Multi-port Charger ‘i@ Victim

Inaudible Audio Injection

Attacker Crosstalk Voltage Leakage

® [ 7

Signal Pre-processing DC Voltage Offset Inject Audio Commands
\J \/ A
Data Normalization Audio Demodulation Voice Assistant Activation
v \J L}

Activity Recognition Eavesdropping Audio Modulated Audio Clips

Fig. 4. Overview of XPORTHEFT.

the USB-C audio pins to eavesdrop on secret audio, i.e., bank
account and medical conditions. In addition, the attacker can
also exploit the integrated audio pins in the USB-C interface
to inaudibly activate and inject modulated audio commands into
the victim’s charging smartphone to maliciously access the voice
assistant systems (e.g., Apple Siri, Google Assistant).

B. Ul-Level Eavesdropping Attack

We first present the design and implementation of the UlI-
level eavesdropping attacks in XPORTHEFT, which consists of
three components as follows: (i) signal pre-processing, (ii) data
normalization, and (iii) activity recognition.

Signal Pre-processing: After obtaining the raw voltage
signals, we design a signal processing algorithm to handle the
acquired voltage leakage as shown in Algorithm 1. Specifi-
cally, XPORTHEFT first exploits a Savitzky-Golay (S-G) filter
to remove high-frequency electromagnetic noise induced by
charging current’s variations, AC-DC conversions, and other
components in the collected voltage signals (lines 2-6) without
distorting the signal shapes [17]. We then use the average values
of the first one-second data as the DC offset and deduce this
offset value in the following signals (line 7). Since the captured
voltage signals contain both non-activity and activity-induced
voltage changes, we apply a moving-variance window with a
given threshold (e.g., 0.05 determined by empirical results)
to find the start and end indices of the activity patterns and
then segment the signal with privacy information of specific
user-smartphone interactions (lines 8-18). Note that it is feasible
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Algorithm 1: Crosstalk Leakage Processing.

Input: V = [vc, (t1), Ve, (L2), - - -, Ve, (tm)]: obtained signals
from the voltage leakage. o, f: order and frequency
of the S-G filter. 7: threshold of the variance.

Output: S = [S1, Sa, ..., Sy]: filtered voltage signal clips

_ containing specific smartphone activities.

V + [, S + [] > initialize the empty array to record filtered

signals and segmented voltage signal clips.

filter < sgolay filt(o, f) > initialize an S-G filter with the

given order o and the frequency f.
for each signal v.,(t;) € V do

Ve, (ti) < filter(ve, (t:))
L B [/Ucl (t1)7 562 (t2)7 s aﬂcq, (ti)}

V 4 [Ue, (t1),0eq (t2), - .., Ve (tm)] > the filtered signals.

V =V — average([ve, (t1),- - Ve, (t5)]) > deduct offset.

window < movvar(r, f/10) ' > initialize an
moving-variance window with the given threshold 7 and
size of f/10. _

for each filtered signal v, (t;) € V do

10 Re, (ti) < window(v., (t;)) > obtain the time-variance

signal from the moving-variance window.

11 for each r; € Re,(t;) do

12 if Vrj € [ri,7iq 5 /10), 75 < 7541 and 75 > 7 then

—

(5]

= W

wn

e 9 &

o

13 | Kstart <=7 > obtain start index of the activity.

14 else if Vr; € [ri, 7y ¢/10],75 > 1501 and vy > T
then

15 L kend < Tits/10 > obtain end index.

16 Si = [Uc; (kstart), Ve, (kstart)] > voltage signal clip that
contains the specific activity.

17 | S+ [51,527...,51‘]

18 S: [51,52,...,Sn]

19 Output voltage signal clips S that contain user activities.

to adjust the threshold between 0.05-0.10 to achieve adaptive
signal segments in different attack scenarios.

Data Normalization: To eliminate the impact of the varied
output voltages when charging different mobile devices, we
apply methods of data normalization on the segmented volt-
age signals. Specifically, we normalize the amplitude of the
processed voltage signals to the range from O to 1 and utilize
the decimation factor down-sampling algorithm [18] to reshape
these voltage signals to fixed length vectors (e.g., 128 1), and
then leverage the dynamic time warping (DTW) algorithm [19]
to generate the vectors that maintain the informative patterns for
training deep learning models that can recognize fine-grained
user activities. Specifically, the DTW algorithm maps output
voltage signal S to the down-sampled S by optimizing all
admissible paths from S; to S; as shown in (5):

)
DTWq(Si,Sj) = min d(si, Sj)q . (5
Si.S;) G
4)
where is the alignment path of a sequence of K-length in-

dex pairs ((io, jo), (i1, J1), ..., (ik 1.Jk 1)), P(Si,S;) is the
set containing all admissible paths, d(Sj, S;) is the Euclidean
distance between S; and Sj, and g is the power constant.
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To resolve this optimization problem, we need to obtain the
quantity R; j [20] between two timestamps i and j as:

Rij =DTWq S i,S ; 7, (©6)

where S j means the time-series voltages obtained up to times-
tamp i, and we can further obtain R; j as (5):

Ri’j = min d(Sk,S|)q
P(S i35 5) (ky
_d(Si, S+ min d (S, Sp)*
B PSS Dwny ¢ 1
_d(Si, S +min(Ri 15,Rij 1.Ri 15 1), (D)
where  denotes the constraints on all admissible paths

and we set the target length K as 128 and calculate the each
Rn 1,m 1 to retrieve the corresponding DT W (S;, S;). After
the data normalization process, we then collect the normalized
data vectors as the input to train a deep learning classifier for
fine-grained Ul-level user activity recognition.

Activity Recognition: As the processed voltage signals are
time series, XPORTHEFT adopts a one-dimensional convolu-
tional neural network (CNN) cascaded with a Long Short-Term
Memory (LSTM) [21] layer to build a classifier for various
activity recognition (e.g., app launching, individual key-pressing
inference). Specifically, CNN-based neural networks are utilized
in various side-channel attacks [2], [4] using one-dimensional
time-series signals because the convolutional layers can capture
both temporal and spatial features from time-series signals and
achieve a promising classification accuracy [22]. Furthermore,
as the CNN extracts multiple features from the voltage signal,
we use an LSTM layer to learn the order dependence and identify
these features.

The topology of our CNN-LSTM model consists of three con-
volutional layers followed by an LSTM layer, a fully-connected
layer, and a softmax layer with a single output for each instance
(e.g., key, app). For the three convolutional layers, we use the
ReLU as the activation function and add a max-pooling layer
to reduce the dimension by half. Then, a flatten layer converts
the extracted feature maps to one-dimensional vectors as the
valid input for the LSTM layer. After the LSTM layer, a dropout
layer with 50% dropout rate is added to regularize the network
and prevent overfitting. Finally, the fully-connected layer and
the softmax layer output the predicted class with the highest
probability. In practice, we implement the first two components,
signal pre-processing, and data normalization, by leveraging the
MATLAB R2022a Signal Processing Toolbox (version 3.0) that
supports reliable toolkits. Then, we implement CNN-LSTM
neural networks for activity recognition in Keras 2.3 on the
Tensorflow 2.0 framework. In the training stage, we set the
batch size as 32 and use the cross-entropy loss and Adam
optimizer with an initial learning of 0.01 and epoch of 100.
In particular, the output shape depends on the corresponding
task (e.g., the number of apps and the number of keys on a
keyboard). Specifically, we study 10 numeric buttons on the
unlocking keypad of the touchscreen (10 classes), 20 different
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Fig.5. Spectrograms of the original audio and the demodulated voltage signal
of eavesdropping voice mail “The passcode is abcde” through the USB-C
interface.

mobile apps (20 classes), and the alphabetic keys on the full-size
QWERTY keyboard (26 classes).

C. Audio Eavesdropping Attack

As discussed in Section II-C, the audio pins of a USB-C
port also support audio output, allowing the acquisition of audio
data through the analysis of charging power patterns. Therefore,
XPORTHEFT can be extended to obtain crosstalk voltage leakage
from the audio output pins of the USB-C port so that the attacker
can further spy on private information such as sensitive conver-
sations in a phone call and secret messages in voice mails from
a compromised multi-port charger, following three steps: (i) DC
voltage offset, (ii) audio demodulation, and (iii) eavesdropping
on audio content.

DC Voltage Offset: To address the background noise in
the crosstalk voltage leakage from the USB-C audio pin, we
first apply a high-pass filter to remove the DC voltage offset
(e.g., 1.5 V) and some low-frequency acoustic noise induced
by the ambient environment and human speech from the col-
lected voltage signals, Vx(t), to recover the raw audio, An(t).
Following the method proposed in [23], we then use spectral
subtraction to enhance the speech audio signal in Ap(t). First,
Specifically, we perform a Fast Fourier Transformation (FFT)
to obtain the frequency-domain spectrum, An( ). In practice,
we set the default frame length in FFT as 1000 and the MCU
sampling rate as 10 kHz. By monitoring the idle smartphone
charging current, we estimate the strength of the noise signal,
N () and subtract it from An( ) to obtain the filtered spectrum,
Ac( ), and transform the denoised frequency spectra Ac( )
back to the time-domain audio signals Ac(t).

Audio Demodulation: After removing the low-frequency
noise from the voltage signals of audio pins on the USB-C
interface, we use an amplifier to add an initial voltage offset

Voffset (€.2., 1.5V)to obtain an absolutely positive voltage

Vo (t) for the audio input, since the attacker’s ADC can only
process the signals with positive voltage and then demodulate
the audio signals Ag(t) as:

Vo (t) Voffset

- , ®)
where K represents the maximum difference value of |Voffset
Voffset|, and we set k = 0.1 to balance the audio qual-
ity and SNR value in launching real-world attacks. Fig. 5(a)
and (b) individually present the spectrograms of the original
audio conversations and the obtained voltage output after apply-
ing the demodulation methods through XPORTHEFT of the voice

Ae(t) =
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mail “The passcode is abcde”, where we can also find similar
patterns that contain sensitive information that are presented
in the crosstalk voltage signals. Hence, the attacker can also
exploit voltage leakage, as shown in XPORTHEFT, to uncover
the conversation content in voice email and phone calls in a
more stealthy way.

Eavesdropping Audio: Although the audio signals recon-
structed from crosstalk voltage leakage retain essential infor-
mation, parts of the recovered audio remain unrecognizable due
to signal loss. To address this, deep learning models such as
CNNs are applied to identify complex patterns in voice signals,
enabling speech recognition even with low-frequency audio. As
a proof of concept, we focus on recognizing digits and alpha-
bet characters to demonstrate the potential to extract sensitive
information, such as bank account numbers, passwords, and
verification codes. Specifically, the CNN input is a 100 100
spectrogram matrix of denoised audio signals, generated by
the Short-Time Fourier Transform (STFT). The CNN model
includes two convolutional layers with ReLLU activation, along
with two 2 2 max-pooling layers. To improve classification
performance and prevent overfitting, two dense layers with a
dropout rate of 0.5 are used. Finally, a softmax layer provides
the probability distribution across ten digits. With this trained
model, an attacker could potentially infer spoken digits and al-
phabet characters from the audio clips reconstructed by crosstalk
voltage leakages.

D. Inaudible Audio Injection Attack

Apart from the Ul-level and audio eavesdropping attacks, we
also present the design and implementation of XPORTHEFT in
launching an inaudible audio injection attack in this subsection.
As mentioned in Section III-B, the attacker can simply compro-
mise the multi-port charger by connecting the audio pins of the
output ports together without modifying the packaging, which
results in less suspicion for the victim. The attacker then connects
the attacking device (details in Section IV-E) to the neighbor
USB-C port and conducts three steps to achieve malicious audio
injection: (i) audio modulation, (ii) voice assistant activation,
and (iii) audio commands injection.

Audio Modulation: As discussed in Section II-B, the audio
signals obtained by the USB-C port are represented by the
changing current and voltage of the audio pin. As such, the at-
tacker should first convert the audio clips that contain malicious
voice commands to modulated voltage signals and then inject
these modulated voltage signals into the victim’s smartphone.
Specifically, we can exploit (4) in Section II-C to implement the
audio modulation from the audio clips to the recognizable voice
commands. To achieve automatic audio modulation, we use an
audio board with a Bluetooth module to receive the malicious
voice command from the attacker remotely and modulate it
to a voltage signal that can be received by the audio pins of
the USB-C port and recognized by the voice assistant of the
victim’s mobile device. Moreover, we also apply a differential
amplifier module to adjust the amplitude of the modulated
audio signal to obtain the best configurations for the injection
attacks.
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Fig. 6. Audio pin voltage signals when activating three commodity voice
assistants (Apple Siri, Google Assistant, and Breeno) through the USB-C
interface. The red boxes present the voltage changes when the voice assistants
are activated.

Voice Assistant Activation: Previously, inaudible audio
injection attacks [24], [25] on smartphones’ voice control sys-
tems require voice samples from authorized users to generate
hotword commands (e.g., “Hey Siri” or “Hello Google”) through
virtual microphones and speakers to activate the voice assistants.
However, these replaying methods can easily be detected and
prevented by state-of-the-art verification approaches [26], [27],
[28]. Therefore, in Section II-C, we introduced the headphone
button-pressing event that can activate the voice assistant while
bypassing the speaker verification system. To verify its practi-
cality, we record the voltage signals of the USB-C audio pin
when activating the voice assistants of smartphones and present
the results in Fig. 6. In practice, we tested it on three commodity
voice assistants (Apple Siri, Google Assistant, and OnePlus
Breeno), and we know that the voltage of the audio pin will boost
to a high stage when the voice assistant is activated. In particular,
we find that different voice assistants require different patterns
of input voltage changes on the USB-C audio pin to activate
themselves, e.g., different lasting times and amplitudes.

To activate the voice assistant through the introduced method
and achieve a more generalized audio injection attack, we use
a wire control board that contains a MOSFET transistor to
manipulate the voltage received by the audio pin of a USB-C
port. Specifically, the MOSFET transistor is used to control the
current flow between the audio pin and the ground to simulate a
fake button-pressing event that produces the same pattern of the
input voltage for activating the voice assistants of the charging
mobile devices.

Audio Commands Injection: After obtaining the modulated
audio signals and activating the voice assistant, the attacker
can inject malicious audio commands through the compromised
multi-port charger to acquire user privacy and perform further
attacks. For instance, the attacker can send voice commands like
“What’s my name?” to obtain the victim’s private information,
make a ghost phone call by injecting “Call my wife”, and hack
the smarthome equipped with a voice control system (e.g., Apple
HomeKit) by sending malicious voice commands like “Open the
door”. Fig. 7(a) and (b) individually present the spectrograms
of the modulated audio clip and the injected signal received by
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Fig.7. Spectrograms of the modulated audio clip and the voltage signal of the
USB-C audio pin when injecting the voice command “Open the door” to Siri
through XPORTHEFT.

Fig. 8. Attacking device in launching eavesdropping and audio injection
attacks through a multi-port charger.

the USB-C audio pin when sensing the voice command “Open
the door” to Siri through XPORTHEFT. In particular, despite the
modulated audio being distorted in voice command injection,
Siri can recognize the command and conduct corresponding
responses because the patterns containing the most important
information are maintained as the two spectrograms present
(yellow part).

E. Custom-Built Attacking Device

We design and implement a portable attacking device to
achieve eavesdropping and inaudible audio injection attacks in
XPORTHEFT, where Fig. 8(a), (b), and (c) show the circuit design,
prototype outlook, and attack scenarios, respectively. First, the
device allows an attacker to record voltage leakages from an
adjacent USB port, facilitating Ul-level and audio eavesdropping
attacks. Second, under the assumption that the attacker can
compromise a multi-port charger by connecting the audio pins
of neighboring USB-C ports in parallel, they can connect this
device to one of the USB-C ports. This setup enables the attacker
to remotely activate the voice assistant on the victim’s mobile
device and send inaudible audio clips that contain malicious
voice commands, potentially exposing sensitive information.

In the prototype, we utilize an Arduino Nano microcontroller
to record voltage leakages and control the MOSFET transistor
from a CX-729 wire control board [29] for voice assistant
activation, a Bluetooth audio board [30] for receiving voice
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