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ABSTRACT

Wireless key generation is promising in establishing a pair of secret
keys for ubiquitous Wi-Fi networks. However, existing Wi-Fi-based
key generation systems are not always applicable in dynamic mo-
bile wireless environments because they are completed on static
personal computers. To fill this gap, this paper proposes a novel key
generation system for dynamic mobile devices, named MobileKey.
We conduct extensive experiments and analysis to explore the fea-
sibility of wireless key generation for mobile devices. Furthermore,
we propose a fast and robust key generation scheme suitable for
mobile devices. Evaluation in real-world environments shows that
our system can achieve up to 5000 bit/s key generation rate and
99.1% key matching rate. Compared with state-of-the-art systems,
MobileKey improves the key generation rate by 25X.
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1 INTRODUCTION

Wi-Fi-enabled mobile devices (e.g., smartphones, tablets, and lap-
tops) have been widely adopted in our daily life, which actively ex-
change information and share various data. However, these emerg-
ing applications are vulnerable to malicious attacks due to the broad-
cast nature of wireless communication. Therefore, ensuring secure
communications and data transmission confidentiality between
mobile devices is of great significance. For instance, employees in
offices need to share with each other daily working documents and
information on important company decisions using smartphones
or tablets.

Due to the high complexity of asymmetric encryption and the
limited computational resources of mobile devices, traditional pub-
lic key infrastructure [20] is not suitable for securing the com-
munication among Internet of things (IoT) devices. In addition,
because of the difficulty of large-scale deployment and the lack of
key revocation capability, methods such as Pre-Shared Keys [5]
falls short in key generation in IoT device communication [7, 10].
Recently, dynamic key generation based on physical layer infor-
mation of wireless signals (i.e., cryptographic keys) has attracted
more attentions [13]. In a dynamic key generation, both sender and
receiver generate random sequences to be used as keys based on
three principles of the wireless fading channel, including channel
proximity, spatial variation, and temporal variation [23]. Specifi-
cally, channel proximity describes the channel characteristics be-
tween two devices are nearly identical, spatial variation means that
different locations can affect the strength of the wireless signals
due to multi-path effects, and temporal variation illustrates that
the movement of objects in the environment can cause changes
in the wireless signal. For instance, prior dynamic key genera-
tion systems such as TDS [21] and ProxiMate [14] were developed
based on the principle of channel proximity. However, existing stud-
ies [1, 8,9, 12, 16, 17, 21, 24] mainly focus on generating keys on
static personal computers, which is not applicable in a real-world
scenario where users exploit mobile devices for communication
and data transmission.

In this paper, we propose the first key generation system for
Wi-Fi-enabled mobile devices, named MobileKey. First, we conduct


https://doi.org/10.1145/3544793.3560413
https://doi.org/10.1145/3544793.3560413
http://crossmark.crossref.org/dialog/?doi=10.1145%2F3544793.3560413&domain=pdf&date_stamp=2023-04-24

UbiComp/ISWC 22 Adjunct, September 11-15, 2022, Cambridge, United Kingdom

a preliminary study to demonstrate the feasibility of dynamic key
generation for Wi-Fi-enabled mobile devices. Afterward, we pro-
pose a fast and robust key generation scheme consisting of data
pre-processing, quantization, reconciliation, and privacy amplifica-
tion [2]. Based on this scheme, we have implemented MobileKey on
commodity smartphones in real-world environments. The empirical
results indicate our system achieves fast and robust key agreement
compared with the existing key generation systems, achieving up
to 5000 bit/s key generation rate and 99.1% key matching rate.
Furthermore, we analyze the factors that impact MobileKey’s per-
formance and discuss relevant application scenarios. Besides, Mo-
bileKey shows the potential of applying a dynamic key generation
solution on commodity smartphones, which ensures the security
of mobile devices in a more portable and practical manner.

2 PRELIMINARY STUDY

In this section, we conduct a preliminary study to verify whether the
extracted Channel State Information (CSI) values in mobile devices
satisfy the three bases of key generation, i.e., channel proximity,
spatial correlation, and time variation.

Channel proximity. Channel proximity guarantees that only
devices in close physical proximity (less than 0.51 where A is the
wavelength) can agree on the same key, and other devices outside
a certain distance cannot generate the key [14, 21]. To verify the
channel proximity property in mobile devices, two devices that are
physically close together receive Wi-Fi signals simultaneously, and
the other device that receives the signal is physically farther apart.
From Figure 1 we can see the CSI values of the legitimate devices
are close to each other while the eavesdropper has different CSI
signals. Also, from the Cumulative Distribution Function (CDF)
result, we observe that the CDF of Eve is also different from Alice
and Bob. Although Alice and Bob’s Channel proximity holds, it is
obvious to observe that their CSI sequences are not identical due
to multi-path effects [14] as well as channel noise.

—-

7
2 4
= 0.8 #’
£ l,:
2 0.6 s,7
= 2 0¥
= =
= 0.4 l" V4
g s
£
5 0.2 ,/b
= s
0 0
0 100 200 300 400 500 600 700 70 80 90 100 110 120
Samples X
(a) Proximity (b) CDF result

Figure 1: Channel proximity.

Spatial decorrelation and time variation. According to chan-
nel proximity [14, 21], if two devices are separated by half a wave-
length, the channels are statistically irrelevant. To verify the spatial
correlation property, we change the distance between Alice and Bob
from 0.1 m to 5m. The channel correlation between these two de-
vices drops off sharply as the physical distance increases, as shown
in Figure 2. When the distance between Alice and Bob is 3 cm, the
correlation achieves 0.98. However, the correlation coefficient can
be lower than 0.1 when the distance is 5 m. In addition, to verify the
time correlation property, we conduct an experiment by shaking
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the first device and keeping the second device still. From Figure 2
we can see that the CSI values of the two devices are significantly
different.

From the above preliminary, we know that the CSI values of
mobile devices could satisfy channel proximity, spatial correlation,
and time variation. Therefore, we design a key generation system
to perform key generation for Wi-Fi-enabled mobile devices.
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Figure 2: Spatial decorrelation and time variation.

3 SYSTEM ARCHITECTURE

In this section, we first introduce an overview of MobileKey, then
present the design details.

3.1 System Model

Figure 3 shows the system model of MobileKey. In MobileKey, we
assume that two legitimate Wi-Fi-enabled mobile devices, Alice and
Bob, are going to securely exchange their private information. They
have no prior shared secret and are physically close to each other
(less than 0.51 where A is the wavelength). Since Alice and Bob are
physically close to each other, according to the channel proximity,
they can agree on the same key. At the same time, attacker Eve, who
is away from legitimate devices, also tries to generate the key. If
Eve moves close to Alice and Bob, it will be easily seen by the users
of Alice and Bob. Alice, Bob, and Eve can hear a public Wi-Fi source,
as shown in Figure 3. Eve has complete knowledge of the proposed
method and algorithms. As discussed in Section 2, the channels
between legitimate users and eavesdroppers are statistically un-
correlated. Therefore, it is impossible for Eve to generate the key
same as Alice and Bob. Therefore, the communication between two
legitimate users based on the physical layer of the wireless signal
can be securely encrypted.

3.2 System Design

Figure 4 shows the workflow of MobileKey. This workflow consists
of four main stages: pre-processing, quantization, reconciliation,
and privacy amplification.

Pre-processing,. In the first step, Alice and Bob perform channel
probing by receiving multiple Wi-Fi packets to obtain channel
measurements. After channel probing, we use Fourier transform to
remove environmental noise and use the moving average method
commonly used in time series analysis, as shown in Figure 5.

Quantization. In the quantization stage, Alice and Bob use a
multi-level quantization method to convert the CSI values into
binary bits. We use the mean and standard deviation (std) of the
CSI sequence z; to generate the threshold as the reference levels.
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Figure 3: System model of MobileKey.
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Figure 5: Data pre-processing.

As shown in Figure 6, the Alice’s and Bob’s initial keys Kj can be
calculated from the moving window of the magnitude of processed
Wi-Fi CSI sequences according to Equation 1. We empirically let
a1 equal 0.1 and a3 equal 0.6.
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Figure 6: Illustration of quantization process.
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00, zj < mean — ay * std,
01, mean — ay * std < z; < mean — @y * std,
K; = (1)
10, mean + a * std < z; < mean + ay * std,
11, z; > mean + ay * std

Reconciliation and privacy amplification. In the reconcil-
iation and privacy amplification stage, we adopt the compressed
sensing (CS) based reconciliation method [22] to remove the partial
key mismatch problem caused by environmental noise. Compressed
sensing [3], as a sparse sampling theory, can obtain high-dimension
sparse matrices from a small number of low dimension measure-
ment signals. The use of CS-based reconciliation method can reduce
transmission overhead because this method transmits compressed
vectors instead of the original keys. Previous research found that
the CS-based method outperforms error-correction code based rec-
onciliation approaches [22]. Based on CS-based reconciliation, even
if an illegal eavesdropper Eve captures the transmission on a public
broadcast, the original key cannot be recovered [4, 11, 22]. Although
information reconciliation increases the matching level between
Alice and Bob, this also reveals part of the information to the eaves-
dropper because the compressed vectors are transmitted over a
public channel. Therefore, in privacy amplification stage we adopt
a general hash function SHA (e.g., AES-128) to improve the random-
ness of the final dynamic key and achieve privacy amplification.

4 EVALUATION

4.1 Experimental Setup

Figure 7 shows the experimental setup of MobileKey. We used a
HUAWETI 4G Pro 2 router as the public Wi-Fi source and used three
commodity mobile phones (Nexus 5 *2 and Nexus 6P) as Alice, Bob,
and Eve. Each mobile phone was installed with firmware Nexmon
according to [6, 19] so that each device could get raw Wi-Fi CSI
data. In the experiment environment, Alice and Bob (Nexus 5 *2)
were in close physical proximity (0.54 ~ 3 cm). Eve (Nexus 6P)
performs eavesdropping attacks remotely (50 cm).

Figure 7: Experimental setup.

4.2 Overall Performance

We evaluate the performance of MobileKey by using four perfor-
mance metrics: randomness, Key Matching Rate (KMR), and Key
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Generation Rate(KGR). We compare MobileKey with two repre-
sentative proximity-based key generation systems, TDS [21] and
ProxiMate [14].

Randomness. The randomness of the secret keys is evaluated
using the National Institute of Standards and Technology (NIST)
set of statistical tests [18]. p-values produced in the suite show
how random the generated key is. The randomness hypothesis
is rejected if the p-value is less than 1%, meaning that the key
is not random. Table 1 shows us all p-values are more than 0.01
for different kinds of tests, indicating that the generated keys by
MobileKey have strong randomness.

Table 1: NIST Testing,.

Test Name p-values
Frequency 0.7317
Block Frequency 0.6852
LongestRun 0.8532
FFT 0.5341
Linear Complexity  0.9605

KMR. KMR is the percentage of matching bits over all generated
bits between two legitimate users. In this evaluation, we set the
distance between Alice and Bob to 2 cm, 5 cm while keeping still.
As shown in the Figure 8, MobileKey has a slight improvement over
TDS [21] in previous studies [15, 21]. When the distance changed
from 2 cm to 5 cm, the KMR of TDS decreased slightly, while the
key matching rate of MobileKey did not. Specifically, MobileKey in-
creases the KMR by 2% and 21% compared with TDS and ProxiMate,
respectively.

KGR. KGR refers to the speed at which dynamic keys are gener-
ated. When calculating KGR, we only consider the case where the
generated keys match exactly, and if the generated dynamic keys
do not match, they will be discarded. Since dynamic keys require
a fixed length of 128 bits, the KGR should be high. Otherwise, the
authentication between users Alice and Bob will spend more time.
In this test, we set the distance between Alice and Bob to 2 cm and
kept still. As described in Section 4.1, our system can achieve high
KGR, up to 5000 bit/s. Compared with previous studies [14, 21],
MobileKey can increase the KGR by 25% and 33X compared with
TDS and ProxiMate, respectively.

100%

%)

(
®
S
S

Key Matching Rate

TDS

MobileKey ProxiMate
Figure 8: KMR Testing.
4.3 Impact of Window Size

As described in Section 3.2, the size of the hamming window affects
the secret key generated by MobileKey. To examine the impact of
window size, we set the distance between Alice and Bob as 2 cm and

430

Kegqi Song, Zimeng Zhu, Huangi Yang, Tao Ni, and Weitao Xu*

Correlation between
Alice and Bob (%)
%
n

30 40 50 60 70
Window Size

Figure 9: Impact of window size.
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calculate the correlation between Alice’s CSIs and Bob’s CSIs by
changing the window sizes from 0 to 64. As shown in Figure 9, the
correlation is highest when the window size is 32. This is because
if the size is too small, there is not much entropy; however, if the
size is too big, the correlation between legitimate users may be
decreased because the changes of CSI values in Alice and Bob’s
channels will be smoothed. Therefore, we choose 32 as size of the
hamming window in MobileKey to achieve the best performance.
4.4 Impact of Mobile Scenarios

Device movement is easily overlooked when evaluating such phys-
ical layer-based dynamic key systems. It is an ideal scenario where
the devices are all stationary. In a real-world scenario, there is an
occlusion caused by an object moving between the router and the
device. This obviously results in a signal mismatch due to multi-
path effects and Doppler phase shift. Some previous studies explain
the reasons for this mismatch [21]. Our experiment in this part is
that Alice, Bob, and Eve will keep stationary at the beginning, and
then all of them move around the router. But the basis is still that
Alice and Bob’s devices are close, while Bob’s physical distance
is farther. As shown in Figure 10, we conducted experiments for
different moving speeds of the devices, including still, walking, and
running. When the stage changed from stationary to walking, the
correlation of Alice-Bob dropped from 0.98 to 0.82. We can also
observe that the correlation even decreased to 0.57 while running.
Also, the value of Alice-Eve decreased from 0.51 to 0.19 when the
scenario of walking changed to running, indicating that fast move-
ment has a significant impact on the MobileKey compared with the
slight impact of the slow movement. To sum up, MobileKey is more
suitable for the scenarios where the devices are still or move slowly.

4.5 Security Analysis

We use correlation to evaluate whether eavesdropper Eve can obtain
CSI sequences similar to legitimate nodes. Correlation shows the
correlation coefficient of the CSI amplitudes received by different
devices. This parameter can be used to estimate KMR in early
feasibility experiments. In this test, the distance between Alice
and Bob was 2 cm, and the distance between eavesdroppers and
legitimate users was 50 cm. All these three devices are kept still. As
shown in Figure 11, the correlation between Alice and Bob is 0.98,
much higher than that between legitimate users and attacker.

4.6 Limitations

The experimental results show the promising performance of the
proposed MobileKey in different scenarios. However, the current
system still has certain limitations. Firstly, due to the short wave-
length of Wi-Fi signal, the distance between the devices is required
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to be relatively close. Moreover, the system has only been tested
on only one type of phone. It is possible that the network cards
of different mobile phones will cause deviations in the received
Wi-Fi signal. And due to the external firmware used, this system is
difficult to optimize the process of collecting data to reduce power
consumption.

5 CONCLUSION

In this paper, we propose the first key generation system for Wi-Fi-
enabled mobile devices, MobileKey. Our preliminary study shows
the feasibility of Wi-Fi-based key generation on mobile devices, and
we propose a key generation scheme to generate secret keys in a fast
and robust way. The experimental results indicate that MobileKey
can achieve over 99.1% key matching rate while achieving up to 5000
bit/s key generation rate. Compared with state-of-the-art systems,
MobileKey improves the key generation rate by 25x.
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